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SUBJECT: Security Over USDA Mobile Applications

The Office of Inspector General (OIG) performed an inspection of USDA-developed, publicly
accessible, mobile apps available solely on public app stores. We reviewed these USDA-
developed apps to determine if the agencies and staff offices were identifying and mitigating
vulnerabilities on these mobile apps. We verified this by selecting USDA-developed mobile apps
and performing vulnerability scans using a commercial mobile app vulnerability scanner. We
specifically focused our inspection on publicly accessible USDA-developed mobile apps from
the Internet that could be independently tested using our vulnerability scanner. As part of our
inspection, we identified and reviewed a sample of agencies’ and staff offices’ processes for
scanning mobile apps and mitigating vulnerabilities, and we reviewed applicable NIST
publications and DRs to determine whether the sampled agencies and staff offices were in
compliance. This report contains sensitive content. It is being withheld from public release
due to concerns about the risk of circumvention of law.



Learn more about USDA OIG
Visit our website: https://usdaoig.oversight.gov/
Follow us on Twitter: @OIGUSDA

How to Report Suspected Wrongdoing in USDA Programs

Fraud, Waste, and Abuse
File complaint online: https://usdaoig.oversight.gov/hotline

Monday-Friday, 9:00 a.m.- 3:00 p.m. ET
In Washington, DC 202-690-1622
Outside DC 800-424-9121

TDD (Call Collect) 202-690-1202

Bribes or Gratuities
202-720-7257 (24 hours)
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In‘accordance with Federal civil rights law and U.S. Department of Agriculture (USDA)
civilrights regulations and paliciés, the USDA, its Agencies, offices; and employees;
and institutions participating in or administering USDA programs are prohibited from
discriminating based on race, color, national origin, religion, sex, gender identity (in-
cluding gender expression), sexual arientation; disabitity, age, marital status, family/
parental status, income derived froma public

assistance program, political beliefs,-or reprisal or retaliation for prior.civil rights ac-
tivity, in-any program or activity conducted or funded by USDA (not all basesapply to
allprograms). Remedies-and-complaint filing deadlines vary by program or incident:

Persons with disabilities whe fequire alternative means of communication for pro-
gram information(e.g., Braille, large print, audiotape, American Sign

Language, etc:) should contact the responsible Agency.or USDA’s TARGET Center at
(202) 720-2600 (voice and TTY) or contact USDA through the Federal Relay Service
at(800) 877-8339: Additionall'y, program information may be made available in

To file a'progranrdiscrimination complaint, complete the USDA Program Disérimination
Complaint Form, AD-3027, found online:at How to File a:Program Discrimination Complaint
and at any USDA office’or write a letter addressed to.USPAand-provide inthe letter all of
the information requested in‘the'form. To requést a copy of the'complaint form, calt (866)~
632-9992.Subniit your completed form.or letterto USDA by: (1) mail: U.S:Department of
Agriculture, Office of the Assistant Secretary forCivilRights; 1400 Independence Avenue,
SW, Washington, D.C. 20250-9410; (2) fax: (202) 690-7442; or (3) email: program.intake@
usda.gov.

USDA is an equal opportunity provider, employer, and lender:

All photographs on the front and’back-covers are from USDA’s Flickr site and.are in-the
public domain. They.do-not depict any-particular.auditsinspectionsor investigation.
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