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TO: Gary S. Washington 
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Office of Chief Information Officer 

ATTN: Megen Davis 
Director, Strategic Planning, E-government and Audits 

FROM: Gil H. Harden 
Assistant Inspector General for Audit 

SUBJECT: Independent Service Auditor's Report on the Office of the Chief Information 
Officer’s Description of Its Data Center Hosting and Security Systems and the 
Suitability of the Design and Operating Effectiveness of Its Controls for the 
Period October 1, 2020 to June 30, 2021 

This report presents the results of the System and Organization Controls 1 Type 2 examination 
conducted in accordance with Statement on Standards for Attestation Engagements No. 18 for 
the United States Department of Agriculture (USDA) Office of the Chief Information Officer’s 
(OCIO’s) description of its data center hosting and security systems used to process user entities’ 
transactions throughout the period October 1, 2020 to June 30, 2021.  The report contains an 
unmodified opinion on the description and controls that were suitably designed to provide 
reasonable assurance that the control objectives would be achieved. 

Davis Farr LLP, an independent certified public accounting firm, conducted the audit.  In 
connection with the contract, we reviewed Davis Farr’s report and related documentation and 
inquired of its representatives.  Our review, as differentiated from an audit in accordance with 
Government Auditing Standards (issued by the Comptroller General of the United States), was 
not intended to enable us to express, and we do not express, opinions on the USDA OCIO’s 
description of its data center hosting and security systems used to process user entities’ 
transactions throughout the period October 1, 2020 to June 30, 2021.  Davis Farr LLP is 
responsible for the attached auditor’s report, dated September 16, 2021, and the conclusions 
expressed in the report.  However, our review disclosed no instances where Davis Farr LLP did 
not comply, in all material respects, with Government Auditing Standards, issued by the 
Comptroller General of the United States, and relevant attestation standards established by the 
American Institute of Certified Public Accountants. 

It is the opinion of Davis Farr LLP, in all material respects, based on the criteria described in 
OCIO’s assertion that: 
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A. The description fairly presents the OCIO’s data center hosting and security systems for
processing user entities’ transactions that were designed and implemented throughout the
period October 1, 2020 to June 30, 2021.

B. The controls related to the control objectives stated in the description were suitably
designed to provide reasonable assurance that the control objectives would be achieved if
the controls operated effectively throughout the period October 1, 2020 to June 30, 2021,
and subservice organizations and user entities applied the complementary controls assumed
in the design of OCIO’s controls throughout the period October 1, 2020 to June 30, 2021.

C. The controls operated effectively to provide reasonable assurance that the control
objectives stated in the description were achieved throughout the period October 1, 2020
to June 30, 2021, if complementary subservice organization and user entities controls
assumed in the design of OCIO’s controls operated effectively throughout the period
October 1, 2020 to June 30, 2021.

We appreciate the courtesies and cooperation extended to us by members of your staff during our 
audit fieldwork and subsequent discussions.  The redacted version of this report will be made 
publicly available at http://www.usda.gov/oig in the near future. 

http://www.usda.gov/oig
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INDEPENDENT SERVICE AUDITOR'S REPORT 

 

 

 

Chief Information Officer, Office of the Chief Information Officer 

Inspector General, United States Department of Agriculture 

 

 

Scope 

 

We have examined the United States Department of Agriculture (USDA) Office of the Chief 

Information Officer’s (OCIO’s) description of its application hosting and security systems 

entitled “OCIO’s Description of Its Application Hosting and Security Systems” for processing 

user entities’ transactions throughout the period October 1, 2020 to June 30, 2021 

(description) and the suitability of the design and operating effectiveness of the controls 

included in the description to achieve the related control objectives stated in the description, 

based on the criteria identified in “Assertion of the Management of the Office of the Chief 

Information Officer” (assertion).  The controls and control objectives included in the 

description are those that management of the OCIO believes are likely to be relevant to user 

entities’ internal control over financial reporting, and the description does not include those 

aspects of the Application Hosting and Security Systems that are not likely to be relevant to 

user entities’ internal control over financial reporting. 

 

The OCIO uses the General Services Administration (GSA), a subservice organization, for the 

care, maintenance and access to the building that houses the data center.  The description 

includes only the control objectives and related controls of the OCIO and excludes the control 

objectives and related controls of the subservice organization.  The description also indicates 

that certain control objectives specified by the OCIO can be achieved only if complementary 

subservice organization controls assumed in the design of OCIO’s controls are suitably 

designed and operating effectively, along with the related controls at the subservice 

organization.  Our examination did not extend to controls of the subservice organization and 

we have not evaluated the suitability of the design or operating effectiveness of such 

complementary subservice organization controls. 

 

The description indicates that certain control objectives specified in the description can be 

achieved only if complementary user entity controls assumed in the design of OCIO’s controls 

are suitably designed and operating effectively, along with related controls at the service 

organization.  Our examination did not extend to such complementary user entity controls 

and we have not evaluated the suitability of the design or operating effectiveness of such 

complementary user entity controls. 

 

Service Organization’s Responsibilities 

 

In Section II, OCIO has provided an assertion about the fairness of the presentation of the 

description and suitability of the design and operating effectiveness of the controls to achieve 

the related control objectives stated in the description.  OCIO is responsible for preparing the 

description and assertion, including the completeness, accuracy, and method of presentation 

of the description and assertion, providing the services covered by the description, specifying 

the control objectives and stating them in the description, identifying the risks that threaten 
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the achievement of the control objectives, selecting the criteria stated in the assertion, and 

designing, implementing, and documenting controls that are suitably designed and operating 

effectively to achieve the related control objectives stated in the description. 

 

Service Auditor’s Responsibilities 

 

Our responsibility is to express an opinion on the fairness of the presentation of the description 

and on the suitability of the design and operating effectiveness of the controls to achieve the 

related control objectives stated in the description, based on our examination. 

 

Our examination was conducted in accordance with attestation standards established by the 

American Institute of Certified Public Accountants and applicable Government Auditing 

Standards, issued by the Comptroller General of the United States (U.S. Government 

Accountability Office).  Those standards require that we plan and perform the examination to 

obtain reasonable assurance about whether, in all material respects, based on the criteria in 

management’s assertion, the description is fairly presented and the controls were suitably 

designed and operating effectively to achieve the related control objectives stated in the 

description throughout the period October 1, 2020 to June 30, 2021.  We believe that the 

evidence we obtained is sufficient and appropriate to provide a reasonable basis for our 

opinion. 

 

An examination of a description of a service organization’s system and the suitability of the 

design and operating effectiveness of controls involves— 

 

• performing procedures to obtain evidence about the fairness of the presentation of the 

description and the suitability of the design and operating effectiveness of the controls 

to achieve the related control objectives stated in the description, based on the criteria 

in management’s assertion. 

 

• assessing the risks that the description is not fairly presented and that the controls 

were not suitably designed or operating effectively to achieve the related control 

objectives stated in the description. 

 

• testing the operating effectiveness of those controls that management considers 

necessary to provide reasonable assurance that the related control objectives stated 

in the description were achieved. 

 

• evaluating the overall presentation of the description, suitability of the control 

objectives stated in the description, and suitability of the criteria specified by the 

service organization in its assertion. 

 

Inherent Limitations 

 

The description is prepared to meet the common needs of a broad range of user entities and 

their auditors who audit and report on user entities’ financial statements and may not, 

therefore, include every aspect of the system that each individual user entity may consider 

important in its own particular environment.  Because of their nature, controls at a service 

organization may not prevent, or detect and correct, all misstatements in processing user 

entities’ transactions.  Also, the projection to the future of any evaluation of the fairness of 

the presentation of the description, or conclusions about the suitability of the design or 

operating effectiveness of the controls to achieve the related control objectives, is subject to 

the risk that controls at a service organization may become ineffective. 
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Description of Tests of Controls 

 

The specific controls tested and the nature, timing, and results of those tests are listed in 

Section IV of this report. 

 

Opinion 

 

In our opinion, in all material respects, based on the criteria described in OCIO’s assertion— 

 

a. the description fairly presents the Application Hosting and Security Systems that were 

designed and implemented throughout the period October 1, 2020 to June 30, 2021. 

 

b. the controls related to the control objectives stated in the description were suitably 

designed to provide reasonable assurance that the control objectives would be 

achieved if the controls operated effectively throughout the period October 1, 2020 to 

June 30, 2021 and subservice organizations and user entities applied the 

complementary controls assumed in the design of OCIO’s controls throughout the 

period October 1, 2020 to June 30, 2021. 

 

c. the controls operated effectively to provide reasonable assurance that the control 

objectives stated in the description were achieved throughout the period 

October 1, 2020 to June 30, 2021 if complementary subservice organization and user 

entity controls assumed in the design of OCIO’s controls operated effectively 

throughout the period October 1, 2020 to June 30, 2021. 

 

Other Matters 

 

As noted in management’s description, the following OCIO controls did not operate during the 

period October 1, 2020 through June 30, 2021 because the circumstances that warrant the 

operation of the controls did not occur during the period.  Our opinion is not modified with 

respect to this matter. 

 

• There were no security incidents required to be reported to the Site Incident Response 

Coordinator (SIRC).  Therefore, we did not test the operating effectiveness of a portion 

of Control Objective 1, “Controls provide reasonable assurance that access to 

programs, data, and computer resources relevant to user entities’ internal control over 

financial reporting is restricted to authorized users, processes, and devices,” solely as 

it relates to security incidents required to be reported to the SIRC. 

 

• There were no requests to grant permanent access to the data center.  Therefore, we 

did not test the operating effectiveness of a portion of Control Objective 2, “Controls 

provide reasonable assurance that physical access to computer and other resources 

relevant to user entities’ internal control over financial reporting is restricted to 

authorized and appropriate personnel in order to safeguard assets and information 

security.  Physical access limits the access to rooms, data center, and physical IT 

assets.  This control also keeps tracks of who is coming and going in restricted areas.  

Finally, these controls provide reasonable assurance that physical access to computer 

and other resources relevant to user entities' internal control over financial reporting 

is restricted to authorized and appropriate personnel.  The Enterprise Data Center is 

designed to document, test and authorize the DISC Data Center facilities,” solely as it 

relates to granting permanent access to the data center. 
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• There were no security incidents that resulted in a finding required to be reported to

the Information System Security Manager and Security Administrator.  Therefore, we

did not test the operating effectiveness of a portion of Control Objective 3, “Controls

provide reasonable assurance that network infrastructure is configured as authorized

to support the effective functioning of application controls to result in valid, complete,

accurate, and timely processing and reporting of transactions and balances relevant

to user entities’ financial reporting; protect data relevant to user entities’ financial

reporting from unauthorized changes; and support user entities’ internal control over

financial reporting. Controls also provide the communication path and services

between users, processes, applications, services and external networks/the internet,”

solely as it relates to security incidents that resulted in a finding required to be reported

to the Information System Security Manager and Security Administrator.

Restricted Use 

This report, including the description of tests of controls and results thereof in Section IV, is 

intended solely for the information and use of the OCIO, user entities of OCIO’s Application 

Hosting and Security Systems during some or all of the period October 1, 2020 to 

June 30, 2021, and their auditors who audit and report on such user entities’ financial 

statements or internal control over financial reporting and have a sufficient understanding to 

consider it, along with other information, including information about controls implemented 

by user entities themselves, when assessing the risks of material misstatement of user 

entities’ financial statements.  This report is not intended to be, and should not be, used by 

anyone other than these specified parties. 

Irvine, California 

September 16, 2021 
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The subsequent sections of the report Section II—Assertion of the Management 
of the Office of the Chief Information Officer (pages 5–7); Section III—OCIO’s 
Description of its Application Hosting and Security Systems (pages 8–28); and 
Section IV—Tests of Controls and Results (pages 29–63) are not being publicly 

released due to the sensitive security content. 



In accordance with Federal civil rights law and U.S. Department of Agriculture 
(USDA) civil rights regulations and policies, the USDA, its Agencies, offices, and 
employees, and institutions participating in or administering USDA programs 
are prohibited from discriminating based on race, color, national origin, religion, 
sex, gender identity (including gender expression), sexual orientation, disability, 
age, marital status, family/parental status, income derived from a public  
assistance program, political beliefs, or reprisal or retaliation for prior civil 
rights activity, in any program or activity conducted or funded by USDA (not all 
bases apply to all programs). Remedies and complaint filing deadlines vary by 
program or incident.

Center at (202) 720-2600 (voice and TTY) or contact USDA through the Federal 
Relay Service at (800) 877-8339. Additionally, program information may be made 
available in languages other than English.

Persons with disabilities who require alternative means of communication for 
program information (e.g., Braille, large print, audiotape, American Sign  
Language, etc.) should contact the responsible Agency or USDA’s TARGET 

To file a program discrimination complaint, complete the USDA Program Discrimina-
tion Complaint Form, AD-3027, found online at How to File a Program Discrimination 
Complaint and at any USDA office or write a letter addressed to USDA and provide 
in the letter all of the information requested in the form. To request a copy of the 
complaint form, call (866) 632-9992. Submit your completed form or letter to USDA 
by: (1) mail: U.S. Department of Agriculture, Office of the Assistant Secretary for 
Civil Rights, 1400 Independence Avenue, SW, Washington, D.C. 20250-9410; (2) fax: 
(202) 690-7442; or (3) email: program.intake@usda.gov.

USDA is an equal opportunity provider, employer, and lender.

Learn more about USDA OIG
Visit our website:  www.usda.gov/oig/index.htm
Follow us on Twitter:  @OIGUSDA
 
How to Report Suspected Wrongdoing in USDA Programs
 
Fraud, Waste, and Abuse
File complaint online: www.usda.gov/oig/hotline.htm
 
Monday–Friday, 9:00 a.m.– 3:00 p.m. ET
In Washington, DC 202-690-1622
Outside DC 800-424-9121
TDD (Call Collect) 202-690-1202

Bribes or Gratuities
202-720-7257 (24 hours)

http://www.usda.gov/oig/index.htm
https://twitter.com/oigusda?lang=en
http://www.usda.gov/oig/hotline.htm
mailto:program.intake@usda.gov
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	Chief Information Officer, Office of the Chief Information Officer 
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	Scope 
	 
	We have examined the United States Department of Agriculture (USDA) Office of the Chief Information Officer’s (OCIO’s) description of its application hosting and security systems entitled “OCIO’s Description of Its Application Hosting and Security Systems” for processing user entities’ transactions throughout the period October 1, 2020 to June 30, 2021 (description) and the suitability of the design and operating effectiveness of the controls included in the description to achieve the related control object
	 
	The OCIO uses the General Services Administration (GSA), a subservice organization, for the care, maintenance and access to the building that houses the data center.  The description includes only the control objectives and related controls of the OCIO and excludes the control objectives and related controls of the subservice organization.  The description also indicates that certain control objectives specified by the OCIO can be achieved only if complementary subservice organization controls assumed in th
	 
	The description indicates that certain control objectives specified in the description can be achieved only if complementary user entity controls assumed in the design of OCIO’s controls are suitably designed and operating effectively, along with related controls at the service organization.  Our examination did not extend to such complementary user entity controls and we have not evaluated the suitability of the design or operating effectiveness of such complementary user entity controls. 
	 
	Service Organization’s Responsibilities 
	 
	In Section II, OCIO has provided an assertion about the fairness of the presentation of the description and suitability of the design and operating effectiveness of the controls to achieve the related control objectives stated in the description.  OCIO is responsible for preparing the description and assertion, including the completeness, accuracy, and method of presentation of the description and assertion, providing the services covered by the description, specifying the control objectives and stating the
	the achievement of the control objectives, selecting the criteria stated in the assertion, and designing, implementing, and documenting controls that are suitably designed and operating effectively to achieve the related control objectives stated in the description. 
	 
	Service Auditor’s Responsibilities 
	 
	Our responsibility is to express an opinion on the fairness of the presentation of the description and on the suitability of the design and operating effectiveness of the controls to achieve the related control objectives stated in the description, based on our examination. 
	 
	Our examination was conducted in accordance with attestation standards established by the American Institute of Certified Public Accountants and applicable Government Auditing Standards, issued by the Comptroller General of the United States (U.S. Government Accountability Office).  Those standards require that we plan and perform the examination to obtain reasonable assurance about whether, in all material respects, based on the criteria in management’s assertion, the description is fairly presented and th
	 
	An examination of a description of a service organization’s system and the suitability of the design and operating effectiveness of controls involves— 
	 
	• performing procedures to obtain evidence about the fairness of the presentation of the description and the suitability of the design and operating effectiveness of the controls to achieve the related control objectives stated in the description, based on the criteria in management’s assertion. 
	• performing procedures to obtain evidence about the fairness of the presentation of the description and the suitability of the design and operating effectiveness of the controls to achieve the related control objectives stated in the description, based on the criteria in management’s assertion. 
	• performing procedures to obtain evidence about the fairness of the presentation of the description and the suitability of the design and operating effectiveness of the controls to achieve the related control objectives stated in the description, based on the criteria in management’s assertion. 


	 
	• assessing the risks that the description is not fairly presented and that the controls were not suitably designed or operating effectively to achieve the related control objectives stated in the description. 
	• assessing the risks that the description is not fairly presented and that the controls were not suitably designed or operating effectively to achieve the related control objectives stated in the description. 
	• assessing the risks that the description is not fairly presented and that the controls were not suitably designed or operating effectively to achieve the related control objectives stated in the description. 


	 
	• testing the operating effectiveness of those controls that management considers necessary to provide reasonable assurance that the related control objectives stated in the description were achieved. 
	• testing the operating effectiveness of those controls that management considers necessary to provide reasonable assurance that the related control objectives stated in the description were achieved. 
	• testing the operating effectiveness of those controls that management considers necessary to provide reasonable assurance that the related control objectives stated in the description were achieved. 


	 
	• evaluating the overall presentation of the description, suitability of the control objectives stated in the description, and suitability of the criteria specified by the service organization in its assertion. 
	• evaluating the overall presentation of the description, suitability of the control objectives stated in the description, and suitability of the criteria specified by the service organization in its assertion. 
	• evaluating the overall presentation of the description, suitability of the control objectives stated in the description, and suitability of the criteria specified by the service organization in its assertion. 


	 
	Inherent Limitations 
	 
	The description is prepared to meet the common needs of a broad range of user entities and their auditors who audit and report on user entities’ financial statements and may not, therefore, include every aspect of the system that each individual user entity may consider important in its own particular environment.  Because of their nature, controls at a service organization may not prevent, or detect and correct, all misstatements in processing user entities’ transactions.  Also, the projection to the futur
	 
	Description of Tests of Controls 
	 
	The specific controls tested and the nature, timing, and results of those tests are listed in Section IV of this report. 
	 
	Opinion 
	 
	In our opinion, in all material respects, based on the criteria described in OCIO’s assertion— 
	 
	a. the description fairly presents the Application Hosting and Security Systems that were designed and implemented throughout the period October 1, 2020 to June 30, 2021. 
	a. the description fairly presents the Application Hosting and Security Systems that were designed and implemented throughout the period October 1, 2020 to June 30, 2021. 
	a. the description fairly presents the Application Hosting and Security Systems that were designed and implemented throughout the period October 1, 2020 to June 30, 2021. 


	 
	b. the controls related to the control objectives stated in the description were suitably designed to provide reasonable assurance that the control objectives would be achieved if the controls operated effectively throughout the period October 1, 2020 to June 30, 2021 and subservice organizations and user entities applied the complementary controls assumed in the design of OCIO’s controls throughout the period October 1, 2020 to June 30, 2021. 
	b. the controls related to the control objectives stated in the description were suitably designed to provide reasonable assurance that the control objectives would be achieved if the controls operated effectively throughout the period October 1, 2020 to June 30, 2021 and subservice organizations and user entities applied the complementary controls assumed in the design of OCIO’s controls throughout the period October 1, 2020 to June 30, 2021. 
	b. the controls related to the control objectives stated in the description were suitably designed to provide reasonable assurance that the control objectives would be achieved if the controls operated effectively throughout the period October 1, 2020 to June 30, 2021 and subservice organizations and user entities applied the complementary controls assumed in the design of OCIO’s controls throughout the period October 1, 2020 to June 30, 2021. 


	 
	c. the controls operated effectively to provide reasonable assurance that the control objectives stated in the description were achieved throughout the period October 1, 2020 to June 30, 2021 if complementary subservice organization and user entity controls assumed in the design of OCIO’s controls operated effectively throughout the period October 1, 2020 to June 30, 2021. 
	c. the controls operated effectively to provide reasonable assurance that the control objectives stated in the description were achieved throughout the period October 1, 2020 to June 30, 2021 if complementary subservice organization and user entity controls assumed in the design of OCIO’s controls operated effectively throughout the period October 1, 2020 to June 30, 2021. 
	c. the controls operated effectively to provide reasonable assurance that the control objectives stated in the description were achieved throughout the period October 1, 2020 to June 30, 2021 if complementary subservice organization and user entity controls assumed in the design of OCIO’s controls operated effectively throughout the period October 1, 2020 to June 30, 2021. 


	 
	Other Matters 
	 
	As noted in management’s description, the following OCIO controls did not operate during the period October 1, 2020 through June 30, 2021 because the circumstances that warrant the operation of the controls did not occur during the period.  Our opinion is not modified with respect to this matter. 
	 
	• There were no security incidents required to be reported to the Site Incident Response Coordinator (SIRC).  Therefore, we did not test the operating effectiveness of a portion of Control Objective 1, “Controls provide reasonable assurance that access to programs, data, and computer resources relevant to user entities’ internal control over financial reporting is restricted to authorized users, processes, and devices,” solely as it relates to security incidents required to be reported to the SIRC. 
	• There were no security incidents required to be reported to the Site Incident Response Coordinator (SIRC).  Therefore, we did not test the operating effectiveness of a portion of Control Objective 1, “Controls provide reasonable assurance that access to programs, data, and computer resources relevant to user entities’ internal control over financial reporting is restricted to authorized users, processes, and devices,” solely as it relates to security incidents required to be reported to the SIRC. 
	• There were no security incidents required to be reported to the Site Incident Response Coordinator (SIRC).  Therefore, we did not test the operating effectiveness of a portion of Control Objective 1, “Controls provide reasonable assurance that access to programs, data, and computer resources relevant to user entities’ internal control over financial reporting is restricted to authorized users, processes, and devices,” solely as it relates to security incidents required to be reported to the SIRC. 


	 
	• There were no requests to grant permanent access to the data center.  Therefore, we did not test the operating effectiveness of a portion of Control Objective 2, “Controls provide reasonable assurance that physical access to computer and other resources relevant to user entities’ internal control over financial reporting is restricted to authorized and appropriate personnel in order to safeguard assets and information security.  Physical access limits the access to rooms, data center, and physical IT asse
	• There were no requests to grant permanent access to the data center.  Therefore, we did not test the operating effectiveness of a portion of Control Objective 2, “Controls provide reasonable assurance that physical access to computer and other resources relevant to user entities’ internal control over financial reporting is restricted to authorized and appropriate personnel in order to safeguard assets and information security.  Physical access limits the access to rooms, data center, and physical IT asse
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	•There were no security incidents that resulted in a finding required to be reported tothe Information System Security Manager and Security Administrator.  Therefore, wedid not test the operating effectiveness of a portion of Control Objective 3, “Controlsprovide reasonable assurance that network infrastructure is configured as authorizedto support the effective functioning of application controls to result in valid, complete,accurate, and timely processing and reporting of transactions and balances relevan
	•There were no security incidents that resulted in a finding required to be reported tothe Information System Security Manager and Security Administrator.  Therefore, wedid not test the operating effectiveness of a portion of Control Objective 3, “Controlsprovide reasonable assurance that network infrastructure is configured as authorizedto support the effective functioning of application controls to result in valid, complete,accurate, and timely processing and reporting of transactions and balances relevan
	•There were no security incidents that resulted in a finding required to be reported tothe Information System Security Manager and Security Administrator.  Therefore, wedid not test the operating effectiveness of a portion of Control Objective 3, “Controlsprovide reasonable assurance that network infrastructure is configured as authorizedto support the effective functioning of application controls to result in valid, complete,accurate, and timely processing and reporting of transactions and balances relevan


	P
	Restricted Use 
	P
	This report, including the description of tests of controls and results thereof in Section IV, is intended solely for the information and use of the OCIO, user entities of OCIO’s Application Hosting and Security Systems during some or all of the period October 1, 2020 to June 30, 2021, and their auditors who audit and report on such user entities’ financial statements or internal control over financial reporting and have a sufficient understanding to consider it, along with other information, including info
	P
	P
	P
	P
	P
	Irvine, California 
	September 16, 2021 
	II. ASSERTION OF THE MANAGEMENT OF THE OFFICE OF CHIEF INFORMATION OFFICER 
	 
	Included on the following pages is management’s assertion relative to the system for providing application hosting and security systems for processing user entities’ transactions. 
	 
	 
	III. OCIO’S DESCRIPTION OF ITS APPLICATION HOSTING AND SECURITY SYSTEMS 
	  
	OVERVIEW OF OPERATIONS 
	 
	Background 
	 
	The United States Department of Agriculture/Office of the Chief Information Officer (USDA/OCIO) maintains its headquarters in Washington, D.C., and reports to the USDA Deputy Secretary/Secretary.  OCIO’s mission is to support the USDA’s mission of doing right and feeding everyone through innovative, secure, and cost-effective IT solutions and services.  OCIO provides state-of-the-art, secure, reliable, cost-effective solutions OCIO’s service capabilities include: 
	 
	• Data Center Hosting Services 
	• Data Center Hosting Services 
	• Data Center Hosting Services 

	• Security Services  
	• Security Services  


	 
	The OCIO divisions providing the in-scope services include: 
	 
	• OCIO/Digital Infrastructure Services Center (DISC) 
	• OCIO/Digital Infrastructure Services Center (DISC) 
	• OCIO/Digital Infrastructure Services Center (DISC) 
	• OCIO/Digital Infrastructure Services Center (DISC) 
	o DISC has provided services as a federated data center since 1973 and has performed data center migrations since the 1980s.  DISC is responsible for the management and operation of the Data Center Hosting Services (DCHS, formerly NITC), including the primary USDA Enterprise Data Center (EDC) in Kansas City, Missouri, and backup EDC in St. Louis, Missouri.  The DISC managed EDC is a Federally owned Cloud services provider, offering customers enterprise class infrastructure built from the ground up with mark
	o DISC has provided services as a federated data center since 1973 and has performed data center migrations since the 1980s.  DISC is responsible for the management and operation of the Data Center Hosting Services (DCHS, formerly NITC), including the primary USDA Enterprise Data Center (EDC) in Kansas City, Missouri, and backup EDC in St. Louis, Missouri.  The DISC managed EDC is a Federally owned Cloud services provider, offering customers enterprise class infrastructure built from the ground up with mark
	o DISC has provided services as a federated data center since 1973 and has performed data center migrations since the 1980s.  DISC is responsible for the management and operation of the Data Center Hosting Services (DCHS, formerly NITC), including the primary USDA Enterprise Data Center (EDC) in Kansas City, Missouri, and backup EDC in St. Louis, Missouri.  The DISC managed EDC is a Federally owned Cloud services provider, offering customers enterprise class infrastructure built from the ground up with mark





	 
	• OCIO/Information Security Center (ISC)  
	• OCIO/Information Security Center (ISC)  
	• OCIO/Information Security Center (ISC)  
	• OCIO/Information Security Center (ISC)  
	o ISC was funded by Congress in 2009 to serve as a focal point for addressing cyber security incidents within USDA.  ISC's mission is to increase the Department's awareness of cyber threats and vulnerabilities while enhancing readiness in preparing for and responding to attacks involving USDA’s computer systems and network. 
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	o ISC was funded by Congress in 2009 to serve as a focal point for addressing cyber security incidents within USDA.  ISC's mission is to increase the Department's awareness of cyber threats and vulnerabilities while enhancing readiness in preparing for and responding to attacks involving USDA’s computer systems and network. 





	 
	Oversight of the Internal Control System 
	• The OCIO coordinates and provides oversight for configuration change control activities through different scheduled meetings.  OCIO also establishes a central means of communicating major changes, or developments in the information system, or environment of operations, that may affect its services to all customers and approving authorities through the GovDelivery System which sends emails to subscribers.  OCIO develops, documents, and maintains under configuration control, a current baseline configuration
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	• The OCIO coordinates and provides oversight for configuration change control activities through different scheduled meetings.  OCIO also establishes a central means of communicating major changes, or developments in the information system, or environment of operations, that may affect its services to all customers and approving authorities through the GovDelivery System which sends emails to subscribers.  OCIO develops, documents, and maintains under configuration control, a current baseline configuration
	(1) OCIO uses the General Services Administration (GSA), for the care and maintenance of the two buildings of which OCIO is a tenant.  GSA also hires a third party to provide a service to secure and control all entry and exit points of the 8930 Ward Parkway Building in Kansas City, Missouri, and the 4300 Goodfellow building in St. Louis, Missouri.  This service is provided to all tenants of the building, including OCIO and only includes security services to the building entrances.  GSA also manages the fire
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	(1) OCIO uses the General Services Administration (GSA), for the care and maintenance of the two buildings of which OCIO is a tenant.  GSA also hires a third party to provide a service to secure and control all entry and exit points of the 8930 Ward Parkway Building in Kansas City, Missouri, and the 4300 Goodfellow building in St. Louis, Missouri.  This service is provided to all tenants of the building, including OCIO and only includes security services to the building entrances.  GSA also manages the fire





	 
	Description of Services Provided 
	OCIO encompasses the following components:  DISC Systems and Services and ISC Systems and Services. 
	 
	DISC Systems and Services 
	DISC provides several systems and services within the midrange servers and mainframe operating environments, including PaaS and IaaS services.  These respective services include network and infrastructure support systems.  In addition to midrange servers and mainframe operating systems environment, DISC maintains control repositories to support these environments, including DISC Internal Services, which documents the procedural type controls as well as Enterprise Data Center (EDC), which documents the physi
	 
	Data Center and Operating Locations 
	The OCIO/DISC managed EDC is located in Kansas City, Missouri, and the backup EDC is located in St. Louis, Missouri.  OCIO’s operating locations include Kansas City, Missouri; St. Louis, Missouri; Washington, D.C.; and remote locations throughout the country. 
	 
	ISC Systems and Services 
	OCIO/ISC provides enterprise security capabilities, administration, account management tools, audit and accountability, intrusion detection, vulnerability management, and cyber leadership for all of USDA. The security services offered by ISC are consumed by all OCIO/DISC services.   
	 
	SCOPE OF THE DESCRIPTION 
	 
	This system description addresses OCIO’s data center hosting and security systems and services provided to user entities to support the processing of transactions relevant to internal control over financial reporting.  The description is intended to provide information for user entities of OCIO systems and services and their independent auditors who audit and report on such user entities’ financial statements or internal control over financial reporting.  This description is used in obtaining an understandi
	 
	OCIO uses the below subservice organization to provide care and maintenance of two buildings where OCIO and other Federal tenants reside.  OCIO’s system description includes only the control objectives and related provided by OCIO and excludes the control objectives and related controls of the subservice organization.  The subservice organization is reported under the carve-out method. 
	 
	 
	INTERNAL CONTROL FRAMEWORK 
	 
	The following sections describe the interrelated components of internal controls at OCIO, including the control environment, risk assessment process, monitoring activities, information and communications, and control activities. 
	  
	CONTROL ENVIRONMENT 
	 
	Organizational Structure, Responsibility, and Authority 
	DISC produces organizational charts and staffing plans that communicate by key areas of authority, responsibility, and appropriate lines of reporting to personnel.   
	 
	Please see the next section for the OCIO organization chart along with the DISC and ISC organization charts. 
	 
	OCIO Current Organization Chart 
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	DISC Current Organization Chart 
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	Data Center Hosting Services Division (DCHSD) 
	DCHSD is responsible for acquiring, securing, managing, operating, and maintaining all hardware, network infrastructure, GSS, databases, and middleware for traditional mainframe and midrange services, discussed later in this document as “DISC Midrange and Mainframe Platforms”, at both the primary and backup computing facilities.   
	 
	The Systems Engineering Branch (SEB) 
	SEB is responsible for managing facilities, network services, databases, storage and operating systems for traditional DISC IaaS and PaaS services. 
	 
	• The Mainframe Systems Group (MSG) is responsible for managing PaaS Server IBM z/OS is a virtualized environment or the IBM mainframe operating system on IBM zServer hardware logical partitions (LPARS). 
	• The Mainframe Systems Group (MSG) is responsible for managing PaaS Server IBM z/OS is a virtualized environment or the IBM mainframe operating system on IBM zServer hardware logical partitions (LPARS). 
	• The Mainframe Systems Group (MSG) is responsible for managing PaaS Server IBM z/OS is a virtualized environment or the IBM mainframe operating system on IBM zServer hardware logical partitions (LPARS). 


	 
	• The Windows Systems Group (WSG) is responsible for managing Access Management, content of audit records, maintenance tools and maintenance personnel of the hardware along with support of Windows operating systems. 
	• The Windows Systems Group (WSG) is responsible for managing Access Management, content of audit records, maintenance tools and maintenance personnel of the hardware along with support of Windows operating systems. 
	• The Windows Systems Group (WSG) is responsible for managing Access Management, content of audit records, maintenance tools and maintenance personnel of the hardware along with support of Windows operating systems. 


	 
	• The Open Systems Group (OSG) is responsible for managing the Account Management, configuration settings, access restrictions for change, authenticator and support of open systems operating systems such as RedHat Linus, Solaris and AIX. 
	• The Open Systems Group (OSG) is responsible for managing the Account Management, configuration settings, access restrictions for change, authenticator and support of open systems operating systems such as RedHat Linus, Solaris and AIX. 
	• The Open Systems Group (OSG) is responsible for managing the Account Management, configuration settings, access restrictions for change, authenticator and support of open systems operating systems such as RedHat Linus, Solaris and AIX. 


	 
	• The Storage Management Group (SMG) is responsible for managing storage systems where the storage can be encrypted on the storage devices within the Hitachi SAN and NetApp Sections.  SMG is also responsible for information system backup. 
	• The Storage Management Group (SMG) is responsible for managing storage systems where the storage can be encrypted on the storage devices within the Hitachi SAN and NetApp Sections.  SMG is also responsible for information system backup. 
	• The Storage Management Group (SMG) is responsible for managing storage systems where the storage can be encrypted on the storage devices within the Hitachi SAN and NetApp Sections.  SMG is also responsible for information system backup. 


	• The Data Center Facilities Group (DCFG) is responsible for managing physical and environmental controls along with restriction of usage of digital media on the information system components through technical and nontechnical safeguards. 
	• The Data Center Facilities Group (DCFG) is responsible for managing physical and environmental controls along with restriction of usage of digital media on the information system components through technical and nontechnical safeguards. 
	• The Data Center Facilities Group (DCFG) is responsible for managing physical and environmental controls along with restriction of usage of digital media on the information system components through technical and nontechnical safeguards. 


	 
	The Infrastructure Operations Group (IOB) 
	IOB is responsible for managing the support of operation services, monitoring privileged accounts, configuration change control, and information system component inventory. 
	 
	• Service Operations & Support Group (SOSG) is responsible for managing the 24x7 onsite datacenter support and data center access. 
	• Service Operations & Support Group (SOSG) is responsible for managing the 24x7 onsite datacenter support and data center access. 
	• Service Operations & Support Group (SOSG) is responsible for managing the 24x7 onsite datacenter support and data center access. 


	 
	• Automation Group (AG) is responsible for monitoring privileged accounts to ensure accounts are not allowed access to other networks or systems outside the authorization boundaries. 
	• Automation Group (AG) is responsible for monitoring privileged accounts to ensure accounts are not allowed access to other networks or systems outside the authorization boundaries. 
	• Automation Group (AG) is responsible for monitoring privileged accounts to ensure accounts are not allowed access to other networks or systems outside the authorization boundaries. 


	 
	• IT Service Management Group (ISMG) is responsible for operation of the change management system and control of configuration change management.  
	• IT Service Management Group (ISMG) is responsible for operation of the change management system and control of configuration change management.  
	• IT Service Management Group (ISMG) is responsible for operation of the change management system and control of configuration change management.  


	 
	The Information Services Branch (ISB) 
	ISB is responsible for database and network management within the data center. 
	 
	• Network Services Group (NSG) is responsible for managing the network within the data center in support of all DISC services. 
	• Network Services Group (NSG) is responsible for managing the network within the data center in support of all DISC services. 
	• Network Services Group (NSG) is responsible for managing the network within the data center in support of all DISC services. 


	 
	• Database Management Group (DMG) is responsible for supporting all database technologies leveraged by DISC to supports its customers.  This includes installing, configuring, and maintaining Commercial Off the Shelf (COTS) database engines, to include Oracle Database & MySQL, Microsoft SQL and IBM DB2. 
	• Database Management Group (DMG) is responsible for supporting all database technologies leveraged by DISC to supports its customers.  This includes installing, configuring, and maintaining Commercial Off the Shelf (COTS) database engines, to include Oracle Database & MySQL, Microsoft SQL and IBM DB2. 
	• Database Management Group (DMG) is responsible for supporting all database technologies leveraged by DISC to supports its customers.  This includes installing, configuring, and maintaining Commercial Off the Shelf (COTS) database engines, to include Oracle Database & MySQL, Microsoft SQL and IBM DB2. 


	 
	Cloud Architecture & Governance Division (CAGD) 
	CAGD is responsible for developing a broad range of Cloud services using virtualized, multi-tenant operating environments to offer services for DISC customers along with managing security accreditations for DISC. 
	 
	• Security Governance Branch (SGB) is responsible for the managing of Federal Information Security Management Act (FISMA) compliance for DISC-provided services standards and guidelines.  SGB is also responsible for the supervision and oversight of DISC activity to ensure enforcement and monitor usage of information system access controls, security controls review to enable more consistent, comparable, and repeatable assessments.  In addition, oversight of the annual internal and 3rd party audits and assessm
	• Security Governance Branch (SGB) is responsible for the managing of Federal Information Security Management Act (FISMA) compliance for DISC-provided services standards and guidelines.  SGB is also responsible for the supervision and oversight of DISC activity to ensure enforcement and monitor usage of information system access controls, security controls review to enable more consistent, comparable, and repeatable assessments.  In addition, oversight of the annual internal and 3rd party audits and assessm
	• Security Governance Branch (SGB) is responsible for the managing of Federal Information Security Management Act (FISMA) compliance for DISC-provided services standards and guidelines.  SGB is also responsible for the supervision and oversight of DISC activity to ensure enforcement and monitor usage of information system access controls, security controls review to enable more consistent, comparable, and repeatable assessments.  In addition, oversight of the annual internal and 3rd party audits and assessm


	 
	• Cloud Architecture Branch (CAB) is responsible for developing cloud services leveraging on-prem and cloud providers. 
	• Cloud Architecture Branch (CAB) is responsible for developing cloud services leveraging on-prem and cloud providers. 
	• Cloud Architecture Branch (CAB) is responsible for developing cloud services leveraging on-prem and cloud providers. 


	 
	Information Technology Services Division (ITSD) 
	ITSD is responsible for acquiring, securing, managing, operating, and maintaining hardware, network infrastructure, GSS, databases, and middleware with regard to the Enterprise Infrastructure Platform (EIP), at the primary and backup computing facilities.  
	  
	The Operations Branch consists of:  
	 
	• OB Scheduling Section (SS) is responsible for scheduling services, job sequencing and job stream management; and OB/Production Management Section (PMS) is responsible for application configuration management.   
	• OB Scheduling Section (SS) is responsible for scheduling services, job sequencing and job stream management; and OB/Production Management Section (PMS) is responsible for application configuration management.   
	• OB Scheduling Section (SS) is responsible for scheduling services, job sequencing and job stream management; and OB/Production Management Section (PMS) is responsible for application configuration management.   


	 
	The Technical Services Group includes the Database Management Group (DBMG), Mainframe Engineering Branch (MEB), Server Engineering Branch (SEB), Computer Resources Management Group (CRMG), and Network Services Group (NSG).   
	 
	• DBMG is responsible for installing, configuring, and maintaining the database engines of applications, to include Oracle, Structured Query Language (SQL), Integrated Database Management System (IDMS), and Database 2 (DB2).  
	• DBMG is responsible for installing, configuring, and maintaining the database engines of applications, to include Oracle, Structured Query Language (SQL), Integrated Database Management System (IDMS), and Database 2 (DB2).  
	• DBMG is responsible for installing, configuring, and maintaining the database engines of applications, to include Oracle, Structured Query Language (SQL), Integrated Database Management System (IDMS), and Database 2 (DB2).  


	 
	• MEG is responsible for installing, configuring, and maintaining NFC’s mainframe operating system level controls, and for installing, configuring, and maintaining NFC’s system software products.  The mainframe operating system and system software files are integrated with Broadcom’s CA-Top Secret, which provides mainframe authentication and authorization for accessibility to all mainframe components.  CA-Top Secret is managed by ISC. 
	• MEG is responsible for installing, configuring, and maintaining NFC’s mainframe operating system level controls, and for installing, configuring, and maintaining NFC’s system software products.  The mainframe operating system and system software files are integrated with Broadcom’s CA-Top Secret, which provides mainframe authentication and authorization for accessibility to all mainframe components.  CA-Top Secret is managed by ISC. 
	• MEG is responsible for installing, configuring, and maintaining NFC’s mainframe operating system level controls, and for installing, configuring, and maintaining NFC’s system software products.  The mainframe operating system and system software files are integrated with Broadcom’s CA-Top Secret, which provides mainframe authentication and authorization for accessibility to all mainframe components.  CA-Top Secret is managed by ISC. 


	 
	• SEG is responsible for installing the mid-range computer platform operating systems and system software components, applying the Security Technical Implementation Guide (STIGs), and ensuring ongoing maintenance is applied via patching as identified by vulnerability management scans.  Certain mid-range applications are integrated with Active Directory and requires successful authentication and authorization via Active Directory.  Where Active Directory is not integrated, local accounts via the system or ap
	• SEG is responsible for installing the mid-range computer platform operating systems and system software components, applying the Security Technical Implementation Guide (STIGs), and ensuring ongoing maintenance is applied via patching as identified by vulnerability management scans.  Certain mid-range applications are integrated with Active Directory and requires successful authentication and authorization via Active Directory.  Where Active Directory is not integrated, local accounts via the system or ap
	• SEG is responsible for installing the mid-range computer platform operating systems and system software components, applying the Security Technical Implementation Guide (STIGs), and ensuring ongoing maintenance is applied via patching as identified by vulnerability management scans.  Certain mid-range applications are integrated with Active Directory and requires successful authentication and authorization via Active Directory.  Where Active Directory is not integrated, local accounts via the system or ap


	 
	• CRMG is responsible for all IT acquisitions, asset management, metric reporting, and budget execution for ITSD. 
	• CRMG is responsible for all IT acquisitions, asset management, metric reporting, and budget execution for ITSD. 
	• CRMG is responsible for all IT acquisitions, asset management, metric reporting, and budget execution for ITSD. 


	 
	• Network Services Group (NSG) is responsible for managing the network within the data center in support of all DISC services.  These services provide connectivity to customer resources within the data center local area network (LAN) environments utilizing fault tolerant and redundant technology.  Specific services are Core routing, tiered network environments (Dev/Test, PreProd and Prod) separated by switched IP routing, Network Time Protocol, Load Balancing, Domain Name Services (DNS), USDA WAN demarcatio
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	Figure
	Information Security Center (ISC) 
	ISC is responsible for the program management of strategy and governance, portfolio and cybersecurity programs.  ISC manages the security systems, network security, access management and cybersecurity architecture for USDA.  
	 
	Cybersecurity Infrastructure Division (CID) 
	The Cybersecurity Infrastructure Division (CSID) is responsible for designing, testing, implementing, operating and maintaining Department-wide Security Operations Center (SOC) state-of-the-art tools, processes, and procedures to effectively and efficiently secure USDA mission critical information.  CSID develops the set of rules and configurations designed to protect the integrity, confidentiality and accessibility of computer networks and data while in transport using both software and hardware technologi
	 
	The Cybersecurity Architecture Branch (CSAB) 
	CSAB is responsible for: 
	 
	• Defining, assessing, and implementing enterprise cybersecurity architecture. 
	• Defining, assessing, and implementing enterprise cybersecurity architecture. 
	• Defining, assessing, and implementing enterprise cybersecurity architecture. 


	 
	• Supporting the enterprise portfolio and strategic plan requirements; USDA IT Modernization efforts and consolidation of cybersecurity functions.  
	• Supporting the enterprise portfolio and strategic plan requirements; USDA IT Modernization efforts and consolidation of cybersecurity functions.  
	• Supporting the enterprise portfolio and strategic plan requirements; USDA IT Modernization efforts and consolidation of cybersecurity functions.  


	 
	• Acting as USDA Cybersecurity Chief Architect and liaison to OCIO Enterprise Architecture Office and DHS.gov Cybersecurity Architecture Review (CAR) Program. 
	• Acting as USDA Cybersecurity Chief Architect and liaison to OCIO Enterprise Architecture Office and DHS.gov Cybersecurity Architecture Review (CAR) Program. 
	• Acting as USDA Cybersecurity Chief Architect and liaison to OCIO Enterprise Architecture Office and DHS.gov Cybersecurity Architecture Review (CAR) Program. 


	 
	• Developing, coordinating and maintaining the security architecture data model and data dictionary in coordination with USDA Chief Data Officer. 
	• Developing, coordinating and maintaining the security architecture data model and data dictionary in coordination with USDA Chief Data Officer. 
	• Developing, coordinating and maintaining the security architecture data model and data dictionary in coordination with USDA Chief Data Officer. 


	 
	• Coordinating, assessing, planning and designing the cybersecurity architecture in concert with the OCIO Enterprise Architecture office. 
	• Coordinating, assessing, planning and designing the cybersecurity architecture in concert with the OCIO Enterprise Architecture office. 
	• Coordinating, assessing, planning and designing the cybersecurity architecture in concert with the OCIO Enterprise Architecture office. 


	 
	• Working directly with other security branches to design hardware and software solutions to secure the enterprise appropriately; system owner operational technicians to document controls and other architectural requirements once solutions are purchased and built to specifications by the implementer. 
	• Working directly with other security branches to design hardware and software solutions to secure the enterprise appropriately; system owner operational technicians to document controls and other architectural requirements once solutions are purchased and built to specifications by the implementer. 
	• Working directly with other security branches to design hardware and software solutions to secure the enterprise appropriately; system owner operational technicians to document controls and other architectural requirements once solutions are purchased and built to specifications by the implementer. 


	 
	The Network Security Branch (NSB) 
	NSB is responsible for: 
	 
	• Providing data encapsulation, perimeter filtering, and internal controls utilizing firewalls, Virtual Private Networks (VPN), Proxies, and Remote Access system technologies. 
	• Providing data encapsulation, perimeter filtering, and internal controls utilizing firewalls, Virtual Private Networks (VPN), Proxies, and Remote Access system technologies. 
	• Providing data encapsulation, perimeter filtering, and internal controls utilizing firewalls, Virtual Private Networks (VPN), Proxies, and Remote Access system technologies. 


	 
	• Authorizing and controls data traffic flows based on specific criteria as information enters, exits, or internally traverses the enterprise network.  Inspects various bits of traffic at in‑depth levels to validate protocol authenticity and data integrity.  Encapsulates data with encryption algorithms to assure confidentiality. 
	• Authorizing and controls data traffic flows based on specific criteria as information enters, exits, or internally traverses the enterprise network.  Inspects various bits of traffic at in‑depth levels to validate protocol authenticity and data integrity.  Encapsulates data with encryption algorithms to assure confidentiality. 
	• Authorizing and controls data traffic flows based on specific criteria as information enters, exits, or internally traverses the enterprise network.  Inspects various bits of traffic at in‑depth levels to validate protocol authenticity and data integrity.  Encapsulates data with encryption algorithms to assure confidentiality. 


	 
	• Providing remote access capabilities multi-factor authentication and machine validation through a host inspection process so hosts are authorized before obtaining network access.  
	• Providing remote access capabilities multi-factor authentication and machine validation through a host inspection process so hosts are authorized before obtaining network access.  
	• Providing remote access capabilities multi-factor authentication and machine validation through a host inspection process so hosts are authorized before obtaining network access.  


	 
	• Providing network-based intrusion prevention and detection capabilities to identify and thwart attacks using predefined and customer signatures as it inspects enterprise network traffic. Manages the data leakage prevention solution and extends into the data layer to monitor for unauthorized data leaving USDA’s systems without proper safeguards.  
	• Providing network-based intrusion prevention and detection capabilities to identify and thwart attacks using predefined and customer signatures as it inspects enterprise network traffic. Manages the data leakage prevention solution and extends into the data layer to monitor for unauthorized data leaving USDA’s systems without proper safeguards.  
	• Providing network-based intrusion prevention and detection capabilities to identify and thwart attacks using predefined and customer signatures as it inspects enterprise network traffic. Manages the data leakage prevention solution and extends into the data layer to monitor for unauthorized data leaving USDA’s systems without proper safeguards.  


	 
	• Managing the Security Information and Event Management System (SIEM) hardware and software enterprise solutions.  Works to aggregate SIEM and correlate data into useful information on security events. 
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	• Developing the set of rules and configurations designed to protect the integrity, confidentiality and accessibility of computer networks and data while in transport using both software and hardware technologies. 
	• Developing the set of rules and configurations designed to protect the integrity, confidentiality and accessibility of computer networks and data while in transport using both software and hardware technologies. 
	• Developing the set of rules and configurations designed to protect the integrity, confidentiality and accessibility of computer networks and data while in transport using both software and hardware technologies. 


	 
	• Analyzing firewall changes that impact the USDA’s security posture, changes to the SOC that may impact security capabilities, and IT security waivers from USDA Mission Areas and Offices that are unable to meet defined security requirements.  Provides expert input via configuration management processes and subsequent adjudication of waivers based on analysis. 
	• Analyzing firewall changes that impact the USDA’s security posture, changes to the SOC that may impact security capabilities, and IT security waivers from USDA Mission Areas and Offices that are unable to meet defined security requirements.  Provides expert input via configuration management processes and subsequent adjudication of waivers based on analysis. 
	• Analyzing firewall changes that impact the USDA’s security posture, changes to the SOC that may impact security capabilities, and IT security waivers from USDA Mission Areas and Offices that are unable to meet defined security requirements.  Provides expert input via configuration management processes and subsequent adjudication of waivers based on analysis. 


	 
	• Delivering network security by identifying patterns in data traffic flows that indicate potential threats, intrusions, malicious attacks, and exploits in concert with operations (analysts and threat hunting teams). 
	• Delivering network security by identifying patterns in data traffic flows that indicate potential threats, intrusions, malicious attacks, and exploits in concert with operations (analysts and threat hunting teams). 
	• Delivering network security by identifying patterns in data traffic flows that indicate potential threats, intrusions, malicious attacks, and exploits in concert with operations (analysts and threat hunting teams). 


	 
	The Systems Services Branch (SSB) 
	SSB is responsible for: 
	 
	• Designing, testing, implementing, operating and maintaining Department-wide Security Operations Center (SOC) state-of-the-art tools, processes, and procedures to secure USDA mission critical information. 
	• Designing, testing, implementing, operating and maintaining Department-wide Security Operations Center (SOC) state-of-the-art tools, processes, and procedures to secure USDA mission critical information. 
	• Designing, testing, implementing, operating and maintaining Department-wide Security Operations Center (SOC) state-of-the-art tools, processes, and procedures to secure USDA mission critical information. 


	 
	• Providing oversight and subject matter expertise on USDA security engineering within the System Engineering Lifecycle (SELC). 
	• Providing oversight and subject matter expertise on USDA security engineering within the System Engineering Lifecycle (SELC). 
	• Providing oversight and subject matter expertise on USDA security engineering within the System Engineering Lifecycle (SELC). 


	• This ensures a security standard of care exists in all systems across USDA—including commercial off-the-shelf/Government off-the-shelf (COTS/GOTS) products, internally developed open systems, and the DHS Continuous Diagnostics and Mitigation (CDM) capabilities. 
	• This ensures a security standard of care exists in all systems across USDA—including commercial off-the-shelf/Government off-the-shelf (COTS/GOTS) products, internally developed open systems, and the DHS Continuous Diagnostics and Mitigation (CDM) capabilities. 
	• This ensures a security standard of care exists in all systems across USDA—including commercial off-the-shelf/Government off-the-shelf (COTS/GOTS) products, internally developed open systems, and the DHS Continuous Diagnostics and Mitigation (CDM) capabilities. 


	 
	• Establishing a central repository of security data for USDA’s IT infrastructure which houses tools for accessing, analyzing, and securing data. 
	• Establishing a central repository of security data for USDA’s IT infrastructure which houses tools for accessing, analyzing, and securing data. 
	• Establishing a central repository of security data for USDA’s IT infrastructure which houses tools for accessing, analyzing, and securing data. 


	 
	Cyber Defense Operations Division (CDOD) 
	CDOD is responsible for the following: 
	 
	• Defending and protecting the USDA Information Technology (IT) Unclassified Enterprise.  
	• Defending and protecting the USDA Information Technology (IT) Unclassified Enterprise.  
	• Defending and protecting the USDA Information Technology (IT) Unclassified Enterprise.  
	• Defending and protecting the USDA Information Technology (IT) Unclassified Enterprise.  
	o This includes data, computer networks, network devices, trusted internet connection(s), internet of things (IOT), systems (to include system peripheral devices, printers and various operating systems such as:  Windows, Linux, Unix Solaris and Mac), end points, mobile computing devices, cloud environments, web hosted applications, business applications, input/output devices, critical High Value Assets (HVAs), Industrial Control Systems (ICS) and information technology (IT) and operational technology (OT) a
	o This includes data, computer networks, network devices, trusted internet connection(s), internet of things (IOT), systems (to include system peripheral devices, printers and various operating systems such as:  Windows, Linux, Unix Solaris and Mac), end points, mobile computing devices, cloud environments, web hosted applications, business applications, input/output devices, critical High Value Assets (HVAs), Industrial Control Systems (ICS) and information technology (IT) and operational technology (OT) a
	o This includes data, computer networks, network devices, trusted internet connection(s), internet of things (IOT), systems (to include system peripheral devices, printers and various operating systems such as:  Windows, Linux, Unix Solaris and Mac), end points, mobile computing devices, cloud environments, web hosted applications, business applications, input/output devices, critical High Value Assets (HVAs), Industrial Control Systems (ICS) and information technology (IT) and operational technology (OT) a





	 
	• Monitoring and overseeing Department-level responsive information security fusion center performing incident management, 24/7 continuous security support services monitoring, real‑time detection, and threat analysis.  
	• Monitoring and overseeing Department-level responsive information security fusion center performing incident management, 24/7 continuous security support services monitoring, real‑time detection, and threat analysis.  
	• Monitoring and overseeing Department-level responsive information security fusion center performing incident management, 24/7 continuous security support services monitoring, real‑time detection, and threat analysis.  


	 
	• Defining, developing, implementing, managing, and improving the execution of the Security Assessment Program including operational security assessment, penetration testing, anti‑phishing, and web application security testing to identify strengths, possible external vulnerabilities and overall security posture of cyber security operations, systems, and web application, whether they are adequately secured, in compliance with current security directives, identify and evaluate attacker tools and methods. 
	• Defining, developing, implementing, managing, and improving the execution of the Security Assessment Program including operational security assessment, penetration testing, anti‑phishing, and web application security testing to identify strengths, possible external vulnerabilities and overall security posture of cyber security operations, systems, and web application, whether they are adequately secured, in compliance with current security directives, identify and evaluate attacker tools and methods. 
	• Defining, developing, implementing, managing, and improving the execution of the Security Assessment Program including operational security assessment, penetration testing, anti‑phishing, and web application security testing to identify strengths, possible external vulnerabilities and overall security posture of cyber security operations, systems, and web application, whether they are adequately secured, in compliance with current security directives, identify and evaluate attacker tools and methods. 


	 
	• Providing proactive threat analysis and hunting, hypothesis-driven investigations, establishes forensic indicators of compromise and indicators of attack assessments and performs advanced analytics and machine learning to improve accuracy of threat detection. 
	• Providing proactive threat analysis and hunting, hypothesis-driven investigations, establishes forensic indicators of compromise and indicators of attack assessments and performs advanced analytics and machine learning to improve accuracy of threat detection. 
	• Providing proactive threat analysis and hunting, hypothesis-driven investigations, establishes forensic indicators of compromise and indicators of attack assessments and performs advanced analytics and machine learning to improve accuracy of threat detection. 


	 
	The Cyber Incident Response and Recovery Branch (CIRRB) 
	CIRRB is responsible for: 
	 
	• Monitoring and oversees Department-level responsive information security fusion center performing incident management, 24/7 continuous security support services monitoring, real‑time detection, and threat analysis.   
	• Monitoring and oversees Department-level responsive information security fusion center performing incident management, 24/7 continuous security support services monitoring, real‑time detection, and threat analysis.   
	• Monitoring and oversees Department-level responsive information security fusion center performing incident management, 24/7 continuous security support services monitoring, real‑time detection, and threat analysis.   


	 
	• Leading the computer security incident response process based upon predefined policies and procedures when security threats or incidents are identified. 
	• Leading the computer security incident response process based upon predefined policies and procedures when security threats or incidents are identified. 
	• Leading the computer security incident response process based upon predefined policies and procedures when security threats or incidents are identified. 


	 
	• Developing, maintaining, enforcing, and updating—as needed—USDA’s cybersecurity incident management standards and procedures. 
	• Developing, maintaining, enforcing, and updating—as needed—USDA’s cybersecurity incident management standards and procedures. 
	• Developing, maintaining, enforcing, and updating—as needed—USDA’s cybersecurity incident management standards and procedures. 
	• Developing, maintaining, enforcing, and updating—as needed—USDA’s cybersecurity incident management standards and procedures. 
	o This includes defining processes and policies for Department-wide incident detection, analysis, response, and recovery. 
	o This includes defining processes and policies for Department-wide incident detection, analysis, response, and recovery. 
	o This includes defining processes and policies for Department-wide incident detection, analysis, response, and recovery. 





	 
	• Responding to crises or urgent situations within the pertinent domain to mitigate immediate and potential threats.  Uses mitigation, preparedness, and response and recovery approaches, 
	• Responding to crises or urgent situations within the pertinent domain to mitigate immediate and potential threats.  Uses mitigation, preparedness, and response and recovery approaches, 
	• Responding to crises or urgent situations within the pertinent domain to mitigate immediate and potential threats.  Uses mitigation, preparedness, and response and recovery approaches, 


	as needed, to maximize survival of life, preservation of property, and information security. Investigates and analyzes all relevant response activities. 
	as needed, to maximize survival of life, preservation of property, and information security. Investigates and analyzes all relevant response activities. 
	as needed, to maximize survival of life, preservation of property, and information security. Investigates and analyzes all relevant response activities. 


	 
	• Performing problem management, root cause analysis, and post-mortem reviews following the occurrence of a security incident. 
	• Performing problem management, root cause analysis, and post-mortem reviews following the occurrence of a security incident. 
	• Performing problem management, root cause analysis, and post-mortem reviews following the occurrence of a security incident. 


	 
	• Conducting forensic investigations and working with law enforcement and other regulatory bodies during and following an incident. 
	• Conducting forensic investigations and working with law enforcement and other regulatory bodies during and following an incident. 
	• Conducting forensic investigations and working with law enforcement and other regulatory bodies during and following an incident. 


	 
	The Detection and Monitoring Branch (DMB) 
	DMB is responsible for: 
	 
	• Detecting, analyzing, responding, and remediating vulnerabilities and weaknesses resulting from data collected and reported by cyber security tools covering Information Security Continuous Monitoring (ISCM) processes. 
	• Detecting, analyzing, responding, and remediating vulnerabilities and weaknesses resulting from data collected and reported by cyber security tools covering Information Security Continuous Monitoring (ISCM) processes. 
	• Detecting, analyzing, responding, and remediating vulnerabilities and weaknesses resulting from data collected and reported by cyber security tools covering Information Security Continuous Monitoring (ISCM) processes. 


	 
	• Conducting assessments of threats and vulnerabilities; determines deviations from acceptable configurations, enterprise or local policy; assesses the level of risk; and develops and/or recommends appropriate mitigation countermeasures in operational and nonoperational situations. 
	• Conducting assessments of threats and vulnerabilities; determines deviations from acceptable configurations, enterprise or local policy; assesses the level of risk; and develops and/or recommends appropriate mitigation countermeasures in operational and nonoperational situations. 
	• Conducting assessments of threats and vulnerabilities; determines deviations from acceptable configurations, enterprise or local policy; assesses the level of risk; and develops and/or recommends appropriate mitigation countermeasures in operational and nonoperational situations. 


	 
	• Developing and implements processes and procedures to scan mobile devices for USDA personnel embarking on international travel. 
	• Developing and implements processes and procedures to scan mobile devices for USDA personnel embarking on international travel. 
	• Developing and implements processes and procedures to scan mobile devices for USDA personnel embarking on international travel. 


	 
	• Providing a proactive method to discover exploitable vulnerabilities and examines system compliance against departmental and organizational standards using various scanning utilities.  
	• Providing a proactive method to discover exploitable vulnerabilities and examines system compliance against departmental and organizational standards using various scanning utilities.  
	• Providing a proactive method to discover exploitable vulnerabilities and examines system compliance against departmental and organizational standards using various scanning utilities.  


	 
	• Identifying and alerts the appropriate personnel of the vulnerability or compliance issues on systems proactively instead of reactively. 
	• Identifying and alerts the appropriate personnel of the vulnerability or compliance issues on systems proactively instead of reactively. 
	• Identifying and alerts the appropriate personnel of the vulnerability or compliance issues on systems proactively instead of reactively. 


	 
	• Coordinating with other USDA IT operationally oriented groups who patch systems, so vulnerability managers are accountable to remediating vulnerabilities or guided through the appropriate risk management waiver process. 
	• Coordinating with other USDA IT operationally oriented groups who patch systems, so vulnerability managers are accountable to remediating vulnerabilities or guided through the appropriate risk management waiver process. 
	• Coordinating with other USDA IT operationally oriented groups who patch systems, so vulnerability managers are accountable to remediating vulnerabilities or guided through the appropriate risk management waiver process. 


	 
	The Program Management Division (PMD) 
	The Program Management Division (PMD) is comprised of four branches: Strategy and Governance, Portfolio Management, Cybersecurity Programs and Education Administration and Culture.  These branches are responsible for:  
	 
	• Defines, develops, implements, manages, and continuously improves the execution of the Information Security Center’s USDA cybersecurity Portfolio Management Program to manage the investments, projects and activities enabling measurement and objective evaluation of investment scenarios.  Prepares annual ISC budget formulation and budget justifications, provides spend plan validation, remediation, and analysis. 
	• Defines, develops, implements, manages, and continuously improves the execution of the Information Security Center’s USDA cybersecurity Portfolio Management Program to manage the investments, projects and activities enabling measurement and objective evaluation of investment scenarios.  Prepares annual ISC budget formulation and budget justifications, provides spend plan validation, remediation, and analysis. 
	• Defines, develops, implements, manages, and continuously improves the execution of the Information Security Center’s USDA cybersecurity Portfolio Management Program to manage the investments, projects and activities enabling measurement and objective evaluation of investment scenarios.  Prepares annual ISC budget formulation and budget justifications, provides spend plan validation, remediation, and analysis. 


	 
	• Governs and oversees the information security program and plan oversight and governance boards, centers, cells, and groups.  Defines, develops, implements, manages and provides Strategic Communications for the Information Security Center (ISC). 
	• Governs and oversees the information security program and plan oversight and governance boards, centers, cells, and groups.  Defines, develops, implements, manages and provides Strategic Communications for the Information Security Center (ISC). 
	• Governs and oversees the information security program and plan oversight and governance boards, centers, cells, and groups.  Defines, develops, implements, manages and provides Strategic Communications for the Information Security Center (ISC). 


	 
	• Develops an integrated, business-aligned, data-driven talent strategy that is widely understood throughout the organization.  Defines, develops, implements, and manages knowledge management (KM) techniques and procedures for organizing, applying, and 
	• Develops an integrated, business-aligned, data-driven talent strategy that is widely understood throughout the organization.  Defines, develops, implements, and manages knowledge management (KM) techniques and procedures for organizing, applying, and 
	• Develops an integrated, business-aligned, data-driven talent strategy that is widely understood throughout the organization.  Defines, develops, implements, and manages knowledge management (KM) techniques and procedures for organizing, applying, and 


	transferring observations, insights, and lessons from after action reviews into policy, standard operating procedures, and training.  
	transferring observations, insights, and lessons from after action reviews into policy, standard operating procedures, and training.  
	transferring observations, insights, and lessons from after action reviews into policy, standard operating procedures, and training.  


	 
	• Defines, develops, implements, and manages the ISC Program Management Office (PMO) and enable Mission Areas/Center to successfully integrate technological tools and dashboards into their operating environments by establishing and implementing a representative governance structure and management processes that provide USDA security information consumers greater insight into existing continuous monitoring capabilities, identify gaps, and assess areas for coordination, resource sharing, and deployment. 
	• Defines, develops, implements, and manages the ISC Program Management Office (PMO) and enable Mission Areas/Center to successfully integrate technological tools and dashboards into their operating environments by establishing and implementing a representative governance structure and management processes that provide USDA security information consumers greater insight into existing continuous monitoring capabilities, identify gaps, and assess areas for coordination, resource sharing, and deployment. 
	• Defines, develops, implements, and manages the ISC Program Management Office (PMO) and enable Mission Areas/Center to successfully integrate technological tools and dashboards into their operating environments by establishing and implementing a representative governance structure and management processes that provide USDA security information consumers greater insight into existing continuous monitoring capabilities, identify gaps, and assess areas for coordination, resource sharing, and deployment. 


	 
	The Information Technology Security Division (ITSD) 
	 
	• Information Systems Security Branch (ISSB) is responsible for the vulnerability management program, management of the Plan of Action and Milestones (POA&M) process, and disaster recovery/continuity of operations planning and drills.  In addition, ISSB manages intrusion detection, incident response, assessment and authorization of systems and event monitoring and reporting.   
	• Information Systems Security Branch (ISSB) is responsible for the vulnerability management program, management of the Plan of Action and Milestones (POA&M) process, and disaster recovery/continuity of operations planning and drills.  In addition, ISSB manages intrusion detection, incident response, assessment and authorization of systems and event monitoring and reporting.   
	• Information Systems Security Branch (ISSB) is responsible for the vulnerability management program, management of the Plan of Action and Milestones (POA&M) process, and disaster recovery/continuity of operations planning and drills.  In addition, ISSB manages intrusion detection, incident response, assessment and authorization of systems and event monitoring and reporting.   


	 
	• AMB currently provisions and de-provision privileged and non-privileged accounts for the NFC EIP and NFC applications.   
	• AMB currently provisions and de-provision privileged and non-privileged accounts for the NFC EIP and NFC applications.   
	• AMB currently provisions and de-provision privileged and non-privileged accounts for the NFC EIP and NFC applications.   


	 
	• SSAB manages the NFC application change management tools (i.e., ChangeMan ZMF, STAT, and Teams Foundation Server) and workflows.  In addition, the organization develops the privileged user, inactivity, role-based access, critical EIP resource access, and critical NFC application access reports. 
	• SSAB manages the NFC application change management tools (i.e., ChangeMan ZMF, STAT, and Teams Foundation Server) and workflows.  In addition, the organization develops the privileged user, inactivity, role-based access, critical EIP resource access, and critical NFC application access reports. 
	• SSAB manages the NFC application change management tools (i.e., ChangeMan ZMF, STAT, and Teams Foundation Server) and workflows.  In addition, the organization develops the privileged user, inactivity, role-based access, critical EIP resource access, and critical NFC application access reports. 


	 
	Commitment to Integrity and Ethical Values  
	Management sets tone at the top and established adequate supervisory and approval levels exist in each functional area of OCIO.  The organizational structure of the OCIO is designed to ensure appropriate supervision.  Employees receive guidance, review, and on-the-job training from supervisors to help ensure proper workflow and processing of transactions and events, reduce misunderstandings, and discourage wrongful acts.   
	 
	Commitment to Competence  
	OCIO’s management defines competence as the knowledge and skills necessary to accomplish tasks that define employees’ roles and responsibilities.  OCIO’s commitment to competence begins with background investigations for all employee candidates and hiring practices designed to ensure qualified individuals are selected for positions.  OCIO’s commitment to competence also includes management’s consideration of the competence levels for particular jobs and how those levels translate into requisite skills and k
	 
	OCIO ensures that personnel performing maintenance on the information system have required access authorizations or designates organizational personnel with required access authorizations and technical competence deemed necessary to supervise information system maintenance when maintenance personnel do not possess the required access authorizations.  Maintenance of all components of this system is done on scheduled basis and is documented using Remedy.  In addition, Information system owners designate organ
	Performance and Accountability 
	OCIO’s commitment to an effective system of internal controls begins with its branch chiefs, its senior leadership team, and various boards that meet periodically to provide internal controls governance over various processes.  In addition, OCIO division directors are instrumental in overseeing operating and management controls.  Management takes an active approach to monitoring business and IT risks and takes proactive measures to manage and grow its business.  DISC’s Security Governance Branch evaluates t
	 
	OCIO follows the Human Resources Management policies and procedures related to employee hiring, orientation, training, evaluation, counseling, promotion, and disciplinary actions.  Background checks are performed for all employees as a component of the hiring process.  Individuals with access responsibilities are expected to use such access responsibly.  Managers consult with HRMS regarding the appropriate disciplinary action to take against employees for not complying with system user responsibilities.  Ma
	 
	Security  
	As a result of implementing the FIPS 199 High baseline, along with FedRAMP Moderate controls and DoD Impact Level 4 (IL4) controls, the DISC hosting services effectively supports 100 additional security controls over standard Gov Cloud Service Providers that generally only support accreditation up to the FedRAMP Moderate baseline level. 
	 
	OCIO follows the USDA Departmental Manuals, Departmental Regulations, and the National Institute of Standards and Technology guidelines for information security for all of the security boundaries within the Department.   
	 
	Security Awareness and Related Personnel Policies 
	New OCIO employees and contractors are required to complete the USDA Information Security Awareness training before access to OCIO systems is granted.  Employees and contractors also complete mandatory annual security awareness training to renew awareness of their security responsibilities on an annual basis. 
	 
	RISK ASSESSMENT PROCESS 
	 
	To build the foundation of a control environment, OCIO has developed a Risk Assessment (RA) process to identify potential risk of the systems and rate the likelihood of the risk event.  In addition, an RA is completed to ensure controls are in place in order to prevent these risks from occurring.  Such risks could include the potential impact of significant changes, fraud, and management override of the entity’s internal controls.  In addition, as part of the risk assessment process, OCIO management has ide
	  
	MONITORING ACTIVITIES 
	 
	OCIO employs a combination of ongoing and periodic monitoring activities to support control implementation and monitoring.  
	 
	Ongoing and Periodic Monitoring 
	OCIO strives to comply with the mandates defined in the Federal Information Security Modernization Act of 2014 (FISMA).  Continuous monitoring activities ensure that secure system management, operation, and maintenance preserve an acceptable level of residual risk. 
	 
	As noted above, OCIO follows guidance provided by OMB Circular A-123, Appendix A, to improve (1) documentation of the controls in place and the assessment process and methodology that management uses to support its assertion as to the effectiveness of the internal control over financial reporting, (2) monitoring of activities that includes direct testing of the controls, (3) correcting any weaknesses identified, and (4) reporting the results of any corrections.  OCIO annually tests its general computer cont
	 
	OCIO management monitors/reviews activities to continuously assess the quality of internal controls to determine whether they are operating as intended and that the controls are modified appropriately for changes in conditions.   
	 
	Management's close involvement in the operations can identify significant variances from expectations regarding internal controls.  Senior management evaluates the specific facts and circumstances with suspected control breakdowns.  The goal of this process is to ensure legal and regulatory compliance, as well as to maximize the performance of OCIO personnel.   
	 
	INFORMATION AND COMMUNICATION SYSTEMS 
	 
	DISC Midrange and Mainframe Platforms 
	• DISC Midrange and Mainframe Platforms provide customers with a distinctive service offering allowing for virtualization while including the necessary security controls to protect and securely host customer applications.  DISC utilizes advanced server virtualization technologies, strict standards, and economies of scale to facilitate a cloud hosting environment with the capability of hosting multiple virtual data centers and operating platforms.  Virtualization alongside the highly available network provid
	• DISC Midrange and Mainframe Platforms provide customers with a distinctive service offering allowing for virtualization while including the necessary security controls to protect and securely host customer applications.  DISC utilizes advanced server virtualization technologies, strict standards, and economies of scale to facilitate a cloud hosting environment with the capability of hosting multiple virtual data centers and operating platforms.  Virtualization alongside the highly available network provid
	• DISC Midrange and Mainframe Platforms provide customers with a distinctive service offering allowing for virtualization while including the necessary security controls to protect and securely host customer applications.  DISC utilizes advanced server virtualization technologies, strict standards, and economies of scale to facilitate a cloud hosting environment with the capability of hosting multiple virtual data centers and operating platforms.  Virtualization alongside the highly available network provid


	 
	• DISC provides customers with the cloud services of Infrastructure as a Service (IaaS) and Platform as a Service (PaaS).  DISC is responsible for server software agents and auxiliary support resources including monitoring, audit logging, audit log consolidation, virus scanning, central authentication, patching, and vulnerability detection. 
	• DISC provides customers with the cloud services of Infrastructure as a Service (IaaS) and Platform as a Service (PaaS).  DISC is responsible for server software agents and auxiliary support resources including monitoring, audit logging, audit log consolidation, virus scanning, central authentication, patching, and vulnerability detection. 
	• DISC provides customers with the cloud services of Infrastructure as a Service (IaaS) and Platform as a Service (PaaS).  DISC is responsible for server software agents and auxiliary support resources including monitoring, audit logging, audit log consolidation, virus scanning, central authentication, patching, and vulnerability detection. 


	 
	• These services and support will vary depending on the cloud service selected.  IaaS or PaaS service offerings provide the customer with an operating system image that the customer can customize and administered to meet their computer processing requirements.  IaaS customers are responsible for the installation and maintenance of the operating system, applications, and databases.  OCIO will continue to monitor security for all servers within their environment by completing periodic vulnerability scanning. 
	• These services and support will vary depending on the cloud service selected.  IaaS or PaaS service offerings provide the customer with an operating system image that the customer can customize and administered to meet their computer processing requirements.  IaaS customers are responsible for the installation and maintenance of the operating system, applications, and databases.  OCIO will continue to monitor security for all servers within their environment by completing periodic vulnerability scanning. 
	• These services and support will vary depending on the cloud service selected.  IaaS or PaaS service offerings provide the customer with an operating system image that the customer can customize and administered to meet their computer processing requirements.  IaaS customers are responsible for the installation and maintenance of the operating system, applications, and databases.  OCIO will continue to monitor security for all servers within their environment by completing periodic vulnerability scanning. 


	• DISC PaaS Server service offering provides customers with a fully managed virtualized operating platform infrastructure up to and including the supported Operating Systems managed and supported by USDA DISC.  Those Operating Systems include:  Windows, Red Hat Linux, Solaris, AIX, and IBM z/OS.  To protect this shared environment in regard to the Operating System, DISC must maintain control of elevated privileges.  DISC PaaS Server services are fully integrated with DISC network, storage, and backup infras
	• DISC PaaS Server service offering provides customers with a fully managed virtualized operating platform infrastructure up to and including the supported Operating Systems managed and supported by USDA DISC.  Those Operating Systems include:  Windows, Red Hat Linux, Solaris, AIX, and IBM z/OS.  To protect this shared environment in regard to the Operating System, DISC must maintain control of elevated privileges.  DISC PaaS Server services are fully integrated with DISC network, storage, and backup infras
	• DISC PaaS Server service offering provides customers with a fully managed virtualized operating platform infrastructure up to and including the supported Operating Systems managed and supported by USDA DISC.  Those Operating Systems include:  Windows, Red Hat Linux, Solaris, AIX, and IBM z/OS.  To protect this shared environment in regard to the Operating System, DISC must maintain control of elevated privileges.  DISC PaaS Server services are fully integrated with DISC network, storage, and backup infras


	 
	• For this service offering environment, DISC management provides top-down, comprehensive management of the virtualized infrastructure and provides additional common infrastructure elements for service agreement management, monitored usage, configuration management, license management, and optional disaster recovery, except for the PaaS mainframe service offering, which includes disaster recovery as part of the service.  DISC provides robust hardware platforms and periodic hardware refresh.  The virtual ser
	• For this service offering environment, DISC management provides top-down, comprehensive management of the virtualized infrastructure and provides additional common infrastructure elements for service agreement management, monitored usage, configuration management, license management, and optional disaster recovery, except for the PaaS mainframe service offering, which includes disaster recovery as part of the service.  DISC provides robust hardware platforms and periodic hardware refresh.  The virtual ser
	• For this service offering environment, DISC management provides top-down, comprehensive management of the virtualized infrastructure and provides additional common infrastructure elements for service agreement management, monitored usage, configuration management, license management, and optional disaster recovery, except for the PaaS mainframe service offering, which includes disaster recovery as part of the service.  DISC provides robust hardware platforms and periodic hardware refresh.  The virtual ser


	 
	• Additional activities and benefits that customers receive for subscribing to these services are outlined in the DISC Customer Agreement Package.  DISC Account Managers, Solution Engineers, and Service Coordinators work with the customer to gather and analyze application requirements, for suitability in the USDA DISC service offering environments. 
	• Additional activities and benefits that customers receive for subscribing to these services are outlined in the DISC Customer Agreement Package.  DISC Account Managers, Solution Engineers, and Service Coordinators work with the customer to gather and analyze application requirements, for suitability in the USDA DISC service offering environments. 
	• Additional activities and benefits that customers receive for subscribing to these services are outlined in the DISC Customer Agreement Package.  DISC Account Managers, Solution Engineers, and Service Coordinators work with the customer to gather and analyze application requirements, for suitability in the USDA DISC service offering environments. 


	 
	• Customers may select from the operating systems provided by DISC.  DISC provides customers with the distributed processing operating systems of Microsoft Windows, IBM Aix, Redhat Enterprise Linux, and Oracle Solaris.  IBM z/OS mainframe operating system logical partitions can be provisioned for customer for both service offerings and the images can be configured to use any of the three access control programs, IBM RACF, CA-ACF2, and CA-Top Secret. 
	• Customers may select from the operating systems provided by DISC.  DISC provides customers with the distributed processing operating systems of Microsoft Windows, IBM Aix, Redhat Enterprise Linux, and Oracle Solaris.  IBM z/OS mainframe operating system logical partitions can be provisioned for customer for both service offerings and the images can be configured to use any of the three access control programs, IBM RACF, CA-ACF2, and CA-Top Secret. 
	• Customers may select from the operating systems provided by DISC.  DISC provides customers with the distributed processing operating systems of Microsoft Windows, IBM Aix, Redhat Enterprise Linux, and Oracle Solaris.  IBM z/OS mainframe operating system logical partitions can be provisioned for customer for both service offerings and the images can be configured to use any of the three access control programs, IBM RACF, CA-ACF2, and CA-Top Secret. 


	 
	• The DISC Midrange Systems General Support System (DISC Midrange) includes the operating system, server software agents, VMWare vSphere, Logical Partitioning (LPAR), Zone virtualization, and midrange hardware layers.  
	• The DISC Midrange Systems General Support System (DISC Midrange) includes the operating system, server software agents, VMWare vSphere, Logical Partitioning (LPAR), Zone virtualization, and midrange hardware layers.  
	• The DISC Midrange Systems General Support System (DISC Midrange) includes the operating system, server software agents, VMWare vSphere, Logical Partitioning (LPAR), Zone virtualization, and midrange hardware layers.  


	 
	• The Mainframe (MF) is a General Support System is comprised of two IBM z/OS production LPARs (SYSA/SYSB), IBM PR/SM a Type 1 Hypervisor providing Logical Partitioning (LPAR), IBM and OEM software products, IBM Work Load Manager (WLM) and associated data storage providing scalable and flexible management of customer mainframe processing. 
	• The Mainframe (MF) is a General Support System is comprised of two IBM z/OS production LPARs (SYSA/SYSB), IBM PR/SM a Type 1 Hypervisor providing Logical Partitioning (LPAR), IBM and OEM software products, IBM Work Load Manager (WLM) and associated data storage providing scalable and flexible management of customer mainframe processing. 
	• The Mainframe (MF) is a General Support System is comprised of two IBM z/OS production LPARs (SYSA/SYSB), IBM PR/SM a Type 1 Hypervisor providing Logical Partitioning (LPAR), IBM and OEM software products, IBM Work Load Manager (WLM) and associated data storage providing scalable and flexible management of customer mainframe processing. 


	 
	• The DISC Telecommunications Network General Support System (DISC Network) manages network services and communications traffic for customers.  
	• The DISC Telecommunications Network General Support System (DISC Network) manages network services and communications traffic for customers.  
	• The DISC Telecommunications Network General Support System (DISC Network) manages network services and communications traffic for customers.  


	 
	• The DISC Internal Services boundary houses all the procedural controls implemented by the USDA DISC.  
	• The DISC Internal Services boundary houses all the procedural controls implemented by the USDA DISC.  
	• The DISC Internal Services boundary houses all the procedural controls implemented by the USDA DISC.  


	 
	• The DISC Enterprise Data Center authorization boundary documents the controls surrounding the physical facility for the primary and backup USDA OCIO locations.  
	• The DISC Enterprise Data Center authorization boundary documents the controls surrounding the physical facility for the primary and backup USDA OCIO locations.  
	• The DISC Enterprise Data Center authorization boundary documents the controls surrounding the physical facility for the primary and backup USDA OCIO locations.  


	 
	Enterprise Infrastructure Platform (EIP) 
	• The Enterprise Infrastructure Platforms is built on the DISC Midrange and Mainframe platforms discussed above. 
	• The Enterprise Infrastructure Platforms is built on the DISC Midrange and Mainframe platforms discussed above. 
	• The Enterprise Infrastructure Platforms is built on the DISC Midrange and Mainframe platforms discussed above. 


	• The Enterprise Infrastructure includes a large-scale International Business Machines (IBM) z/Series Enterprise Server, which is operationally integrated through a parallel sysplex (NFCPLEX), a hardware and software capability, which allows for the sharing of critical computing resources among participating computer systems.  NFCPLEX supports the production and test environments for PPS and other mainframe applications.  
	• The Enterprise Infrastructure includes a large-scale International Business Machines (IBM) z/Series Enterprise Server, which is operationally integrated through a parallel sysplex (NFCPLEX), a hardware and software capability, which allows for the sharing of critical computing resources among participating computer systems.  NFCPLEX supports the production and test environments for PPS and other mainframe applications.  
	• The Enterprise Infrastructure includes a large-scale International Business Machines (IBM) z/Series Enterprise Server, which is operationally integrated through a parallel sysplex (NFCPLEX), a hardware and software capability, which allows for the sharing of critical computing resources among participating computer systems.  NFCPLEX supports the production and test environments for PPS and other mainframe applications.  


	 
	• NFCPLEX Operating Systems run z/OS.  In addition, Broadcom Computer Associates Top Secret Software (CA-TSS) provides the user authentication and enforces access authorizations to the mainframe systems and applications.  It protects the systems resources (hardware and software) and access to NFC’s applications and data.  The enterprise infrastructure supports various types of network connectivity, such as System Network Architecture and Transmission Control Protocol/Internet Protocol (TCP/IP). 
	• NFCPLEX Operating Systems run z/OS.  In addition, Broadcom Computer Associates Top Secret Software (CA-TSS) provides the user authentication and enforces access authorizations to the mainframe systems and applications.  It protects the systems resources (hardware and software) and access to NFC’s applications and data.  The enterprise infrastructure supports various types of network connectivity, such as System Network Architecture and Transmission Control Protocol/Internet Protocol (TCP/IP). 
	• NFCPLEX Operating Systems run z/OS.  In addition, Broadcom Computer Associates Top Secret Software (CA-TSS) provides the user authentication and enforces access authorizations to the mainframe systems and applications.  It protects the systems resources (hardware and software) and access to NFC’s applications and data.  The enterprise infrastructure supports various types of network connectivity, such as System Network Architecture and Transmission Control Protocol/Internet Protocol (TCP/IP). 


	 
	• The NFCPLEX environment is supported with a DASD subsystem and a virtual tape server.  The system testing parallel sysplex environment (TESTPLEX) is supported with a separate DASD subsystem and virtual tape drives.  
	• The NFCPLEX environment is supported with a DASD subsystem and a virtual tape server.  The system testing parallel sysplex environment (TESTPLEX) is supported with a separate DASD subsystem and virtual tape drives.  
	• The NFCPLEX environment is supported with a DASD subsystem and a virtual tape server.  The system testing parallel sysplex environment (TESTPLEX) is supported with a separate DASD subsystem and virtual tape drives.  


	 
	• The mid-tier server infrastructure includes:  
	• The mid-tier server infrastructure includes:  
	• The mid-tier server infrastructure includes:  

	• IBM P-series servers running IBM AIX and  
	• IBM P-series servers running IBM AIX and  

	• X86 servers running VMware vSphere ESX, Windows Server Operating System (OS), and Red Hat Enterprise Linux. 
	• X86 servers running VMware vSphere ESX, Windows Server Operating System (OS), and Red Hat Enterprise Linux. 


	 
	• The mid-tier storage area network infrastructure includes:  
	• The mid-tier storage area network infrastructure includes:  
	• The mid-tier storage area network infrastructure includes:  

	• enterprise storage subsystem, 
	• enterprise storage subsystem, 

	• switches, and 
	• switches, and 

	• replication appliances. 
	• replication appliances. 


	 
	• System software maintained by ITSD includes, but is not limited to, z/OS, CA-TSS, CL/Supersession, DB2, IDMS, CICS, and Oracle is managed DISC-ITSD-MEB.  SAS products, Microsoft products, VMWare, Red Hat Linux, and numerous other commercial off-the-shelf packages are managed by DISC-ITSD-DBMB. 
	• System software maintained by ITSD includes, but is not limited to, z/OS, CA-TSS, CL/Supersession, DB2, IDMS, CICS, and Oracle is managed DISC-ITSD-MEB.  SAS products, Microsoft products, VMWare, Red Hat Linux, and numerous other commercial off-the-shelf packages are managed by DISC-ITSD-DBMB. 
	• System software maintained by ITSD includes, but is not limited to, z/OS, CA-TSS, CL/Supersession, DB2, IDMS, CICS, and Oracle is managed DISC-ITSD-MEB.  SAS products, Microsoft products, VMWare, Red Hat Linux, and numerous other commercial off-the-shelf packages are managed by DISC-ITSD-DBMB. 


	 
	• DISC-ITSD-SEB & DBMB has a large number of virtual servers are hosted on X86 physical servers.  These virtual servers serve as web, application, and database servers supporting multiple hosted applications.  
	• DISC-ITSD-SEB & DBMB has a large number of virtual servers are hosted on X86 physical servers.  These virtual servers serve as web, application, and database servers supporting multiple hosted applications.  
	• DISC-ITSD-SEB & DBMB has a large number of virtual servers are hosted on X86 physical servers.  These virtual servers serve as web, application, and database servers supporting multiple hosted applications.  


	 
	• DISC-ITSD-SEB & DBMB has Windows Server OS running mainly on x86 servers are used as communication gateways, proxy servers, Web servers, development platforms, and for other specialized applications. 
	• DISC-ITSD-SEB & DBMB has Windows Server OS running mainly on x86 servers are used as communication gateways, proxy servers, Web servers, development platforms, and for other specialized applications. 
	• DISC-ITSD-SEB & DBMB has Windows Server OS running mainly on x86 servers are used as communication gateways, proxy servers, Web servers, development platforms, and for other specialized applications. 


	 
	• The enterprise infrastructure does not include Internet access points.  Applications running in this environment may be connected to the Internet using the general USDA network and other U.S. Government agencies, and financial institutions.  Direct connections to other networks also occur through the OCIO/ISC-CSID managed firewalls.  
	• The enterprise infrastructure does not include Internet access points.  Applications running in this environment may be connected to the Internet using the general USDA network and other U.S. Government agencies, and financial institutions.  Direct connections to other networks also occur through the OCIO/ISC-CSID managed firewalls.  
	• The enterprise infrastructure does not include Internet access points.  Applications running in this environment may be connected to the Internet using the general USDA network and other U.S. Government agencies, and financial institutions.  Direct connections to other networks also occur through the OCIO/ISC-CSID managed firewalls.  


	 
	Communication Systems  
	OCIO has various methods of communication to help ensure that employees understand their individual roles and responsibilities over transaction processing and controls, and to help ensure that management communicates significant events in a timely manner.  These methods include orientation and training programs for newly hired employees and the use of emails to communicate time-sensitive messages and information.  OCIO also maintains an intranet that includes policies and 
	procedures, employee notices, and information for significant processes.  Managers also conduct periodic staff meetings, as appropriate. 
	 
	OCIO has the responsibility to help ensure effective and ongoing communication between OCIO and user entities.  It also helps ensure that inquiries and problems of user entities are sufficiently, timely, and courteously resolved.  The Customer Support Unit and Remedy ticket system maintains records of problems reported by user entities and problems/incidents noted during processing and monitors such items until they are resolved.  The Customer Support Unit also communicates information regarding changes in 
	 
	CONTROL OBJECTIVES AND RELATED CONTROLS 
	 
	OCIO has specified the control objectives and identified the controls that are designed to achieve the related control objectives.  The specified control objectives and related controls can be found in Section IV of this report and are an integral component of the OCIO’s description of its application hosting and security services.  
	 
	COMPLEMENTARY SUBSERVICE ORGANIZATION CONTROLS 
	 
	To provide application hosting and security services, OCIO relies on systems and services provided by other organizations external to the OCIO (subservice organizations).  The achievement of control objectives depends on whether controls at the subservice organizations anticipated in the design of OCIO’s controls were implemented and operating effectively.   
	 
	OCIO controls related to its application hosting and security systems cover only a portion of overall internal control for each user entity of the OCIO.  It is not feasible for the control objectives related to services provided by the OCIO to be achieved solely by the OCIO.  Therefore, each user entities’ internal control over financial reporting must be evaluated in conjunction with the OCIO’s controls and the related tests and results, taking into account the related complementary subservice organization
	 
	Complementary Subservice Organization Controls 
	Complementary Subservice Organization Controls 
	Complementary Subservice Organization Controls 
	Complementary Subservice Organization Controls 
	Complementary Subservice Organization Controls 

	Related OCIO Control Objective 
	Related OCIO Control Objective 



	Controls are implemented at GSA to provide reasonable assurance the USDA data center facility perimeter is protected by bollards, fencing, and concrete retaining walls.  
	Controls are implemented at GSA to provide reasonable assurance the USDA data center facility perimeter is protected by bollards, fencing, and concrete retaining walls.  
	Controls are implemented at GSA to provide reasonable assurance the USDA data center facility perimeter is protected by bollards, fencing, and concrete retaining walls.  
	Controls are implemented at GSA to provide reasonable assurance the USDA data center facility perimeter is protected by bollards, fencing, and concrete retaining walls.  
	 

	Control Objective 2 
	Control Objective 2 
	(Physical Access) 


	Controls are implemented at GSA to provide reasonable assurance vehicular access to the USDA data center facility is only permitted through gates that require an access badge for entry.  
	Controls are implemented at GSA to provide reasonable assurance vehicular access to the USDA data center facility is only permitted through gates that require an access badge for entry.  
	Controls are implemented at GSA to provide reasonable assurance vehicular access to the USDA data center facility is only permitted through gates that require an access badge for entry.  
	 

	Control Objective 2 (Physical Access) 
	Control Objective 2 (Physical Access) 


	Controls are implemented at GSA to provide reasonable assurance the USDA data center facility front entrance is the only publicly accessible area within the facility, is protected by armed security officers, and all other entry points into the building require an access badge for entry. 
	Controls are implemented at GSA to provide reasonable assurance the USDA data center facility front entrance is the only publicly accessible area within the facility, is protected by armed security officers, and all other entry points into the building require an access badge for entry. 
	Controls are implemented at GSA to provide reasonable assurance the USDA data center facility front entrance is the only publicly accessible area within the facility, is protected by armed security officers, and all other entry points into the building require an access badge for entry. 
	 

	Control Objective 2  
	Control Objective 2  
	(Physical Access) 




	 
	COMPLEMENTARY USER ENTITY CONTROLS 
	 
	OCIO’s controls related to its application hosting and security services cover only a portion of overall internal control for each user entity of the OCIO.  It is not feasible for the control objectives related to OCIO’s services to be achieved solely by the OCIO.  Therefore, each user entity’s internal control over financial reporting should be evaluated in conjunction with the OCIO’s controls, related tests, and results described in Section IV of this report, taking into account the related complementary 
	 
	User entity auditors should determine whether user entities have established controls to provide reasonable assurance to ensure that: 
	 
	Complementary User Entity Controls 
	Complementary User Entity Controls 
	Complementary User Entity Controls 
	Complementary User Entity Controls 
	Complementary User Entity Controls 

	Related OCIO Control Objective 
	Related OCIO Control Objective 



	Controls are implemented at user entities to ensure OCIO is notified of changes to personnel authorized to request, approve, and review access permissions to systems. 
	Controls are implemented at user entities to ensure OCIO is notified of changes to personnel authorized to request, approve, and review access permissions to systems. 
	Controls are implemented at user entities to ensure OCIO is notified of changes to personnel authorized to request, approve, and review access permissions to systems. 
	Controls are implemented at user entities to ensure OCIO is notified of changes to personnel authorized to request, approve, and review access permissions to systems. 
	 

	Control Objective 1 
	Control Objective 1 
	(Logical Access) 


	Controls are implemented at user entities to ensure OCIO is notified of changes to personnel status, including transfers into the user entity, transfers out of the user entity, and terminations. 
	Controls are implemented at user entities to ensure OCIO is notified of changes to personnel status, including transfers into the user entity, transfers out of the user entity, and terminations. 
	Controls are implemented at user entities to ensure OCIO is notified of changes to personnel status, including transfers into the user entity, transfers out of the user entity, and terminations. 
	 

	Control Objective 1 
	Control Objective 1 
	(Logical Access) 


	Controls are implemented at user entities to ensure management reviews, analyzes, and implements patches or changes to remediate weaknesses noted as a result of vulnerability scans.  
	Controls are implemented at user entities to ensure management reviews, analyzes, and implements patches or changes to remediate weaknesses noted as a result of vulnerability scans.  
	Controls are implemented at user entities to ensure management reviews, analyzes, and implements patches or changes to remediate weaknesses noted as a result of vulnerability scans.  
	 

	Control Objective 3 
	Control Objective 3 
	(Network Infrastructure Configuration Management) 
	 


	Controls are implemented at user entities to ensure requests for changes are reviewed and approved by management prior to submission to OCIO for implementation. 
	Controls are implemented at user entities to ensure requests for changes are reviewed and approved by management prior to submission to OCIO for implementation. 
	Controls are implemented at user entities to ensure requests for changes are reviewed and approved by management prior to submission to OCIO for implementation. 
	 

	Control Objective 4 
	Control Objective 4 
	(Application Configuration Management) 
	 


	Controls are implemented at user entities to ensure, when the client requests or requires exclusive control of encryption mechanisms for data in transit, the encryption mechanisms meet federally mandated protocols. 
	Controls are implemented at user entities to ensure, when the client requests or requires exclusive control of encryption mechanisms for data in transit, the encryption mechanisms meet federally mandated protocols. 
	Controls are implemented at user entities to ensure, when the client requests or requires exclusive control of encryption mechanisms for data in transit, the encryption mechanisms meet federally mandated protocols. 
	 

	Control Objective 5 
	Control Objective 5 
	(Data Transmission) 


	Controls are implemented at user entities to ensure, when the client requests or requires exclusive controls of encryption keys for data at rest, access to keys is restricted to appropriate personnel. 
	Controls are implemented at user entities to ensure, when the client requests or requires exclusive controls of encryption keys for data at rest, access to keys is restricted to appropriate personnel. 
	Controls are implemented at user entities to ensure, when the client requests or requires exclusive controls of encryption keys for data at rest, access to keys is restricted to appropriate personnel. 
	 

	Control Objective 5 
	Control Objective 5 
	(Data Transmission) 


	Controls are implemented at user entities to ensure that requested backup frequencies managed or submitted to OCIO support customer recovery point objectives.  
	Controls are implemented at user entities to ensure that requested backup frequencies managed or submitted to OCIO support customer recovery point objectives.  
	Controls are implemented at user entities to ensure that requested backup frequencies managed or submitted to OCIO support customer recovery point objectives.  
	 

	Control Objective 6 
	Control Objective 6 
	(Backup and Recovery) 




	  
	IV. TESTS OF CONTROLS AND RESULTS 
	  
	Purpose and Objectives of the Report 
	 
	This report is intended to provide users of the Office of Chief Information Officer’s (OCIO’s) application hosting and security systems for processing user entities’ transactions with information about controls at the OCIO that may affect the processing of user entities’ transactions and also to provide user entities with information about the operating effectiveness of the controls that were tested.  This report, when combined with an understanding and assessment of the internal controls at user entities, 
	 
	Our examination was limited to the control objectives specified by OCIO and related controls, as specified in this Section, and was not extended to procedures described elsewhere in this report but not listed, or to procedures that may be in effect at user entities.  The examination was conducted in accordance with Statement on Standards for Attestation Engagements (SSAE) No. 18, AT-C Section 320, Reporting on Examination of Controls at a Service Organization Relevant to User Entities’ Internal Control Over
	 
	The description of the system and the related control objectives are the responsibility of OCIO management.  Although the control objectives and related controls are presented in this Section, they are an integral part of the OCIOs description of its system (Section III).  Our responsibility is to express an opinion about whether: 
	 
	(1) The description of the system fairly presents the application hosting and security systems for processing user entities’ transactions that was designed and implemented throughout the period October 1, 2020 to June 30, 2021; 
	(1) The description of the system fairly presents the application hosting and security systems for processing user entities’ transactions that was designed and implemented throughout the period October 1, 2020 to June 30, 2021; 
	(1) The description of the system fairly presents the application hosting and security systems for processing user entities’ transactions that was designed and implemented throughout the period October 1, 2020 to June 30, 2021; 


	 
	(2) The controls related to the control objectives stated in the description were suitably designed to provide reasonable assurance that the control objectives would be achieved if the controls operated effectively throughout the period October 1, 2020 to June 30, 2021, and subservice organizations and user entities applied the complementary controls contemplated in the design of the OCIO controls throughout the period October 1, 2020 to June 30, 2021; and 
	(2) The controls related to the control objectives stated in the description were suitably designed to provide reasonable assurance that the control objectives would be achieved if the controls operated effectively throughout the period October 1, 2020 to June 30, 2021, and subservice organizations and user entities applied the complementary controls contemplated in the design of the OCIO controls throughout the period October 1, 2020 to June 30, 2021; and 
	(2) The controls related to the control objectives stated in the description were suitably designed to provide reasonable assurance that the control objectives would be achieved if the controls operated effectively throughout the period October 1, 2020 to June 30, 2021, and subservice organizations and user entities applied the complementary controls contemplated in the design of the OCIO controls throughout the period October 1, 2020 to June 30, 2021; and 


	 
	(3) The controls tested, which together with the complementary subservice organization and user entity controls, if operating effectively, were those necessary to provide reasonable assurance that the control objectives stated in the description were achieved, operated effectively throughout the period October 1, 2020 to June 30, 2021. 
	(3) The controls tested, which together with the complementary subservice organization and user entity controls, if operating effectively, were those necessary to provide reasonable assurance that the control objectives stated in the description were achieved, operated effectively throughout the period October 1, 2020 to June 30, 2021. 
	(3) The controls tested, which together with the complementary subservice organization and user entity controls, if operating effectively, were those necessary to provide reasonable assurance that the control objectives stated in the description were achieved, operated effectively throughout the period October 1, 2020 to June 30, 2021. 


	 
	Tests of Controls 
	 
	Tests of the operating effectiveness of the controls included such tests as were considered necessary in the circumstances to evaluate whether the controls, and the extent of compliance with them, were sufficient to provide reasonable, but not absolute, assurance that the specified control objectives were achieved throughout the period of October 1, 2020 to June 30, 2021.  Unless otherwise indicated, tests of the operating effectiveness of the controls were designed to cover a sample 
	number of transactions and procedures throughout the period under review.  In selecting particular tests of the operating effectiveness of the controls, the following were considered: 
	 
	(1) The nature of the control being tested; 
	(1) The nature of the control being tested; 
	(1) The nature of the control being tested; 


	 
	(2) The types and competence of available evidential matter; 
	(2) The types and competence of available evidential matter; 
	(2) The types and competence of available evidential matter; 


	 
	(3) The nature of the control objective to be achieved; 
	(3) The nature of the control objective to be achieved; 
	(3) The nature of the control objective to be achieved; 


	 
	(4) The assessed level of control risk; 
	(4) The assessed level of control risk; 
	(4) The assessed level of control risk; 


	 
	(5) The expected efficiency and effectiveness of the test; and 
	(5) The expected efficiency and effectiveness of the test; and 
	(5) The expected efficiency and effectiveness of the test; and 


	 
	(6) The testing of other controls relevant to the stated control objective. 
	(6) The testing of other controls relevant to the stated control objective. 
	(6) The testing of other controls relevant to the stated control objective. 


	 
	For each of the controls designed to meet the specified control objective, we conducted interviews with selected management and staff employees in order to validate the accuracy of the control.  In addition to the interviews, we performed one or more of the following tests for each control. 
	 
	Test 
	Test 
	Test 
	Test 
	Test 

	Description 
	Description 



	Corroborative Inquiry 
	Corroborative Inquiry 
	Corroborative Inquiry 
	Corroborative Inquiry 

	Made inquiries of appropriate personnel responsible for the performance of the control and corroborated responses with management. 
	Made inquiries of appropriate personnel responsible for the performance of the control and corroborated responses with management. 
	 


	Observation 
	Observation 
	Observation 

	Observed the application of a specific control. 
	Observed the application of a specific control. 
	 


	Inspection 
	Inspection 
	Inspection 

	Inspected documents and reports indicating the performance of the control. 
	Inspected documents and reports indicating the performance of the control. 
	 


	Walk-Through 
	Walk-Through 
	Walk-Through 

	Followed the performance of procedures for a specific control from inception to conclusion. 
	Followed the performance of procedures for a specific control from inception to conclusion. 
	 




	 
	Control Objective 1: Controls provide reasonable assurance that access to programs, data, and computer resources relevant to user entities’ internal control over financial reporting is restricted to authorized users, processes, and devices. 
	 
	 
	Ref. 
	Ref. 
	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	1.01 
	1.01 
	1.01 
	1.01 

	Logical access to programs, data, and computer resources relevant to user entities' internal control over financial reporting is restricted to authorized and appropriate users and such users are restricted to performing authorized and appropriate actions.  Logical access protects data and the systems, networks, and environments that protect them.  In order to authenticate, authorize, or maintain accountability a variety of methodologies are used such as password protocols, devices coupled with protocols and
	Logical access to programs, data, and computer resources relevant to user entities' internal control over financial reporting is restricted to authorized and appropriate users and such users are restricted to performing authorized and appropriate actions.  Logical access protects data and the systems, networks, and environments that protect them.  In order to authenticate, authorize, or maintain accountability a variety of methodologies are used such as password protocols, devices coupled with protocols and
	 

	Inspected the User Roles for Systems Report to ensure logical access to programs, data, and computer resources is restricted to authorized and appropriate users, and such users are restricted to performing authorized and appropriate actions. 
	Inspected the User Roles for Systems Report to ensure logical access to programs, data, and computer resources is restricted to authorized and appropriate users, and such users are restricted to performing authorized and appropriate actions. 
	 
	Inspected Authentication Methods used by the Office of the Chief Information Officer (“OCIO” or “agency”) to ensure a variety of methodologies are employed to authenticate, authorize, and maintain accountability amongst the users of systems and applications within their scope. 
	 
	Inspected FortiGate Intrusion Detection System (IDS) and Splunk Security Information and Events Manager (SIEM) systems along with an example e-mail alert to ensure an intrusion detection system is employed to monitor for unauthorized access or hostile activity and if any suspected incidents arise an email alert is sent to the ISC. 

	No exceptions noted. 
	No exceptions noted. 


	1.02 
	1.02 
	1.02 

	Windows, Open Systems (Linux, Solaris, AIX), Hypervisor, and VMware vSphere (ESXi & vCenter), and Mainframe, DISC/Client Experience Center (CEC) manages information system accounts with United States Department of Agriculture (USDA) Departmental Regulation (DR) 3505-003.  Access Control for Information and 
	Windows, Open Systems (Linux, Solaris, AIX), Hypervisor, and VMware vSphere (ESXi & vCenter), and Mainframe, DISC/Client Experience Center (CEC) manages information system accounts with United States Department of Agriculture (USDA) Departmental Regulation (DR) 3505-003.  Access Control for Information and 

	Inspected USDA Departmental Regulation DR 3505-003 and DISC System Access Control Procedures to ensure Departmental policies are documented to facilitate the management of access for system accounts. 
	Inspected USDA Departmental Regulation DR 3505-003 and DISC System Access Control Procedures to ensure Departmental policies are documented to facilitate the management of access for system accounts. 
	 
	Inspected Active Directory user report and group members to ensure roles are defined as 

	No exceptions noted. 
	No exceptions noted. 




	Ref. 
	Ref. 
	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	Information Systems and SEC-0035-AC DISC Manual - DISC System Access Control Procedures to include account types that are identified within Active Directory (AD).  Within AD, roles are defined as privilege and non‑privilege accounts and are unique and attributable.  There are no shared, group, anonymous, or default accounts permitted in AD.  In addition, for VMware vSphere (ESXi & vCenter), there is a root account that is only accessible by the VMware vSphere operations team.  The default password is change
	Information Systems and SEC-0035-AC DISC Manual - DISC System Access Control Procedures to include account types that are identified within Active Directory (AD).  Within AD, roles are defined as privilege and non‑privilege accounts and are unique and attributable.  There are no shared, group, anonymous, or default accounts permitted in AD.  In addition, for VMware vSphere (ESXi & vCenter), there is a root account that is only accessible by the VMware vSphere operations team.  The default password is change
	Information Systems and SEC-0035-AC DISC Manual - DISC System Access Control Procedures to include account types that are identified within Active Directory (AD).  Within AD, roles are defined as privilege and non‑privilege accounts and are unique and attributable.  There are no shared, group, anonymous, or default accounts permitted in AD.  In addition, for VMware vSphere (ESXi & vCenter), there is a root account that is only accessible by the VMware vSphere operations team.  The default password is change
	Information Systems and SEC-0035-AC DISC Manual - DISC System Access Control Procedures to include account types that are identified within Active Directory (AD).  Within AD, roles are defined as privilege and non‑privilege accounts and are unique and attributable.  There are no shared, group, anonymous, or default accounts permitted in AD.  In addition, for VMware vSphere (ESXi & vCenter), there is a root account that is only accessible by the VMware vSphere operations team.  The default password is change
	 

	privileged and non-privileged and are unique and attributable. 
	privileged and non-privileged and are unique and attributable. 
	 
	Inspected vSphere client logon screen, system settings, activity log, and Active Directory group members to ensure group or shared accounts are not permitted and root account access is only available to the vSphere Operations Team. 
	 
	Inspected vSphere Authentication Configuration to ensure the default password for the root account is only accessible to the VMware vSphere operations team and maintained in an encrypted password vault. 


	1.03 
	1.03 
	1.03 

	The Account Role Membership Managers (ARMMs) are assigned as account managers for information system accounts managed through Identity Manager (IDM) and AD.  The conditions for the group roles are then established by the user’s manager.  Accounts are created in AD and the roles selected by the managers in IM are mapped to corresponding security groups in AD.  The Managers then identify authorized users of the information system, groups, and roles, and specify access privileges within IM for each account pri
	The Account Role Membership Managers (ARMMs) are assigned as account managers for information system accounts managed through Identity Manager (IDM) and AD.  The conditions for the group roles are then established by the user’s manager.  Accounts are created in AD and the roles selected by the managers in IM are mapped to corresponding security groups in AD.  The Managers then identify authorized users of the information system, groups, and roles, and specify access privileges within IM for each account pri

	Performed a walk-through of AARM administration to ensure ARMMs have the ability to authorize and map access to systems, groups, roles, and other privileges through IM and AD. 
	Performed a walk-through of AARM administration to ensure ARMMs have the ability to authorize and map access to systems, groups, roles, and other privileges through IM and AD. 
	 
	Selected a sample of employees hired and inspected ServiceNow workflow to ensure management submitted and approved requests for setup of new hire accounts to authorize system, role, and other access privileges. 

	No exceptions noted. 
	No exceptions noted. 




	Ref. 
	Ref. 
	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	be noted that prior to accounts being created and roles added, appropriate approvals for requests to establish accounts are required.  Managers must follow the account creation process for a user to gain access. 
	be noted that prior to accounts being created and roles added, appropriate approvals for requests to establish accounts are required.  Managers must follow the account creation process for a user to gain access. 
	be noted that prior to accounts being created and roles added, appropriate approvals for requests to establish accounts are required.  Managers must follow the account creation process for a user to gain access. 
	be noted that prior to accounts being created and roles added, appropriate approvals for requests to establish accounts are required.  Managers must follow the account creation process for a user to gain access. 
	 


	1.04 
	1.04 
	1.04 

	ARMMs manage access for information system accounts through DISC’s Central Authentication & Role-Based Access Control (CA-RBAC) IDM software.  ARMMS are solely authorized, with written delegation, by use of the USDA’s Corporate Systems Access Request Form (AD-1143).  ARMMs are delegated by the agency’s Information System Security Manager (ISSM) to create, modify, and delete identifiers (accounts) and access roles for users within their agency.  DISC uses ISC’s CA-RBAC IDM which organizes rights and privileg
	ARMMs manage access for information system accounts through DISC’s Central Authentication & Role-Based Access Control (CA-RBAC) IDM software.  ARMMS are solely authorized, with written delegation, by use of the USDA’s Corporate Systems Access Request Form (AD-1143).  ARMMs are delegated by the agency’s Information System Security Manager (ISSM) to create, modify, and delete identifiers (accounts) and access roles for users within their agency.  DISC uses ISC’s CA-RBAC IDM which organizes rights and privileg

	Performed a walk-through of AARM administration to ensure ARMMs have the ability to authorize and map access to systems, groups, roles, and other privileges through IM and AD. 
	Performed a walk-through of AARM administration to ensure ARMMs have the ability to authorize and map access to systems, groups, roles, and other privileges through IM and AD. 
	 
	Performed a walk-through of IDM to ensure the CA-RBAC Identity Management Tool is used to separate individuals into roles and provision accounts into identified functional roles. 
	 
	Selected a sample of employees hired and inspected ServiceNow workflow to ensure management submitted and approved requests for setup of new hire accounts to authorized system, role, and other access privileges. 
	 
	Selected a sample of employees hired and inspected ServiceNow workflow to ensure resource owner approval was documented within the workflow of the access request and a notification was sent to the individual agency ARMMs to ensure each ARMM was made aware of access roles other ARMMs granted.  

	No exceptions noted. 
	No exceptions noted. 




	Ref. 
	Ref. 
	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	agency organization, the single agency ARMM may provide both approvals in the workflow process.  Notification emails are sent to all the individual agency ARMMs such that each ARMM within the organization is aware of what access roles other organization ARMMS are granting.  This process requires at least two (2) organization personnel, agency ARMM and Information System Owner (ISO) to create system accounts.  Finally, privileged roles assignments are removed though the ISC’s CA-RBAC IDM when the ARMM determ
	agency organization, the single agency ARMM may provide both approvals in the workflow process.  Notification emails are sent to all the individual agency ARMMs such that each ARMM within the organization is aware of what access roles other organization ARMMS are granting.  This process requires at least two (2) organization personnel, agency ARMM and Information System Owner (ISO) to create system accounts.  Finally, privileged roles assignments are removed though the ISC’s CA-RBAC IDM when the ARMM determ
	agency organization, the single agency ARMM may provide both approvals in the workflow process.  Notification emails are sent to all the individual agency ARMMs such that each ARMM within the organization is aware of what access roles other organization ARMMS are granting.  This process requires at least two (2) organization personnel, agency ARMM and Information System Owner (ISO) to create system accounts.  Finally, privileged roles assignments are removed though the ISC’s CA-RBAC IDM when the ARMM determ
	agency organization, the single agency ARMM may provide both approvals in the workflow process.  Notification emails are sent to all the individual agency ARMMs such that each ARMM within the organization is aware of what access roles other organization ARMMS are granting.  This process requires at least two (2) organization personnel, agency ARMM and Information System Owner (ISO) to create system accounts.  Finally, privileged roles assignments are removed though the ISC’s CA-RBAC IDM when the ARMM determ
	 


	1.05 
	1.05 
	1.05 

	Dormant accounts are automatically disabled after 30 days of inactivity through the use of AD’s dormant account feature. 
	Dormant accounts are automatically disabled after 30 days of inactivity through the use of AD’s dormant account feature. 

	Inspected the AD configuration settings for dormant accounts and the automated job for disabling inactive accounts to ensure dormant accounts are automatically disabled after 30 days of inactivity through the use of AD’s dormant account feature. 
	Inspected the AD configuration settings for dormant accounts and the automated job for disabling inactive accounts to ensure dormant accounts are automatically disabled after 30 days of inactivity through the use of AD’s dormant account feature. 
	 

	No exceptions noted. 
	No exceptions noted. 


	1.06 
	1.06 
	1.06 

	Access to the system is granted by DISC based on a valid access authorization, need for system access, and organizational function.  Accounts are not created locally on any system.  DISC employs a SIEM tool to continually search for local accounts within the environment and disable/delete those accounts.  All accounts are requested by the ARRM completing and submitting tickets through the Service Desk which are reviewed and completed on an individual basis.  The accounts created are unique and attributable 
	Access to the system is granted by DISC based on a valid access authorization, need for system access, and organizational function.  Accounts are not created locally on any system.  DISC employs a SIEM tool to continually search for local accounts within the environment and disable/delete those accounts.  All accounts are requested by the ARRM completing and submitting tickets through the Service Desk which are reviewed and completed on an individual basis.  The accounts created are unique and attributable 

	Selected a sample of employees hired and inspected ServiceNow workflow to ensure management submitted and approved requests for setup of new hire accounts to authorized system, role, and other access privileges. 
	Selected a sample of employees hired and inspected ServiceNow workflow to ensure management submitted and approved requests for setup of new hire accounts to authorized system, role, and other access privileges. 
	 
	Inspected Splunk to ensure DISC employs a SIEM tool to continually search for local accounts within the environment so the accounts may be disabled or deleted. 
	 
	Inspected ServiceNow workflow to ensure created accounts are unique, attributable, and only assigned to the roles needed to complete job functions. 
	 

	No exceptions noted. 
	No exceptions noted. 
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	Ref. 
	Ref. 
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	Controls Provided by OCIO 
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	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	1.07 
	1.07 
	1.07 
	1.07 

	Privileged role assignments are monitored through ISC’s CA-RBAC IDM.  Managers review and reauthorize accounts quarterly through ISC’s CA-RBAC IDM.  The ISC initiates the recertification process on January 15th, April 15th, July 15th, and October 15th.  DISC managers have about 2 weeks to certify user accounts and verify roles in DISC’s ISC’s‑RBAC IDM.  The certification cycle ends on the 30th of the given month with the automatic disabling of noncertified accounts. 
	Privileged role assignments are monitored through ISC’s CA-RBAC IDM.  Managers review and reauthorize accounts quarterly through ISC’s CA-RBAC IDM.  The ISC initiates the recertification process on January 15th, April 15th, July 15th, and October 15th.  DISC managers have about 2 weeks to certify user accounts and verify roles in DISC’s ISC’s‑RBAC IDM.  The certification cycle ends on the 30th of the given month with the automatic disabling of noncertified accounts. 
	 

	Selected a sample of quarters and inspected IDM workflows and recertification emails to ensure management reviewed and reauthorized privileged role accounts and automatically disabled accounts that were not certified by the end of the certification cycle. 
	Selected a sample of quarters and inspected IDM workflows and recertification emails to ensure management reviewed and reauthorized privileged role accounts and automatically disabled accounts that were not certified by the end of the certification cycle. 

	No exceptions noted. 
	No exceptions noted. 


	1.08 
	1.08 
	1.08 

	Mission functions and information support functions are separated among different individuals and/or roles as necessary, to prevent malevolent activity without collusion.  These discreet roles are enforced with the CA‑RBAC IDM tool.  DISC is setup such that Branch Chiefs can request and approve access for systems they own.  Branch Chiefs can request access to systems not owned within the Branch.  Access is approved by individuals outside of that branch.  The ISO that is external to the branch is classified 
	Mission functions and information support functions are separated among different individuals and/or roles as necessary, to prevent malevolent activity without collusion.  These discreet roles are enforced with the CA‑RBAC IDM tool.  DISC is setup such that Branch Chiefs can request and approve access for systems they own.  Branch Chiefs can request access to systems not owned within the Branch.  Access is approved by individuals outside of that branch.  The ISO that is external to the branch is classified 
	 

	Performed a walk-through of IDM to ensure the CA-RBAC IDM Tool is used to separate individuals into roles and provision accounts into identified functional roles. 
	Performed a walk-through of IDM to ensure the CA-RBAC IDM Tool is used to separate individuals into roles and provision accounts into identified functional roles. 
	 
	Selected a sample of employees hired and inspected ServiceNow workflow to ensure requests for new accounts were submitted through ServiceNow and contained the appropriate level of review. 
	 
	Performed a walk-through of the privilege escalation process to ensure regular user accounts do not have local administration rights on any systems and privileged accounts are required to perform privileged actions. 

	No exceptions noted. 
	No exceptions noted. 


	1.09 
	1.09 
	1.09 

	Once an individual has access, she/he will have a maximum number of three attempts to 
	Once an individual has access, she/he will have a maximum number of three attempts to 

	Inspected AD lockout configuration to ensure users are granted a maximum number of 
	Inspected AD lockout configuration to ensure users are granted a maximum number of 

	No exceptions noted. 
	No exceptions noted. 
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	Ref. 
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	Tests of Operating Effectiveness 
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	log on.  Windows, Linux, AIX, and Solaris operating systems and Oracle and Microsoft Structed Query Language (MSSQL) databases automatically lock for 15 minutes when the maximum number of unsuccessful attempts is exceeded.  No specific user actions can be performed on the information system without identification or authentication.  The components within the boundary of this system require authentication before any action can be performed.  In addition, all administration is done via remote sessions using t
	log on.  Windows, Linux, AIX, and Solaris operating systems and Oracle and Microsoft Structed Query Language (MSSQL) databases automatically lock for 15 minutes when the maximum number of unsuccessful attempts is exceeded.  No specific user actions can be performed on the information system without identification or authentication.  The components within the boundary of this system require authentication before any action can be performed.  In addition, all administration is done via remote sessions using t
	log on.  Windows, Linux, AIX, and Solaris operating systems and Oracle and Microsoft Structed Query Language (MSSQL) databases automatically lock for 15 minutes when the maximum number of unsuccessful attempts is exceeded.  No specific user actions can be performed on the information system without identification or authentication.  The components within the boundary of this system require authentication before any action can be performed.  In addition, all administration is done via remote sessions using t
	log on.  Windows, Linux, AIX, and Solaris operating systems and Oracle and Microsoft Structed Query Language (MSSQL) databases automatically lock for 15 minutes when the maximum number of unsuccessful attempts is exceeded.  No specific user actions can be performed on the information system without identification or authentication.  The components within the boundary of this system require authentication before any action can be performed.  In addition, all administration is done via remote sessions using t
	 

	three attempts to login to their system and databases automatically lock for 15 minutes when the maximum number of unsuccessful attempts is exceeded. 
	three attempts to login to their system and databases automatically lock for 15 minutes when the maximum number of unsuccessful attempts is exceeded. 
	 
	Inspected Pulse Secure NAG connection profiles to ensure USDA administrators must authenticate within the application in order to access USDA information systems. 


	1.10 
	1.10 
	1.10 

	DISC establishes and documents that users may conduct only official and approved government business through remote access.  Each user must use a computer system that is provided by DISC for remote access, using the approved image according to agency standard operating system imaging guidelines.  The standard will have installed the approved personal firewall, Anti-virus software, up‑to‑date virus definition files, and the required centralized patching client.  The DISC Virtual Private Network (VPN) devices
	DISC establishes and documents that users may conduct only official and approved government business through remote access.  Each user must use a computer system that is provided by DISC for remote access, using the approved image according to agency standard operating system imaging guidelines.  The standard will have installed the approved personal firewall, Anti-virus software, up‑to‑date virus definition files, and the required centralized patching client.  The DISC Virtual Private Network (VPN) devices

	Inspected Cisco AnyConnect connection settings to ensure USDA account holders must utilize Cisco AnyConnect to remotely access the USDA Network. 
	Inspected Cisco AnyConnect connection settings to ensure USDA account holders must utilize Cisco AnyConnect to remotely access the USDA Network. 
	 
	Inspected VPN connection settings and events log to ensure DISC employs a SIEM tool to monitor activity on the VPN and the logs are documented and maintained for monitoring and review. 
	 
	Inspected Splunk reports to ensure a log of network activity captured in the SIEM and sent to DISC for monitoring and review. 
	 
	Inspected the activity monitoring tracker to ensure the Incident Response Team logged their review of mainframe and mid-range activity reports during the period under audit. 
	 
	Inspected VPN authentication settings to 

	No exceptions noted. 
	No exceptions noted. 
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	within DISC must belong to the domain.  Authorized remote access users are required to use the DISC VPN for remote access.  The information system from a Government Furnished Equipment (GFE) (full trust) or personal (semi-trust) computer prior to connection via AD, CA-RBAC IDM and enforces is required for remote connections to the information system through the VPN Host Checker.  All remote access to the system is strictly enforced and controlled through the DISC VPN encrypted network.  Remote access is pro
	within DISC must belong to the domain.  Authorized remote access users are required to use the DISC VPN for remote access.  The information system from a Government Furnished Equipment (GFE) (full trust) or personal (semi-trust) computer prior to connection via AD, CA-RBAC IDM and enforces is required for remote connections to the information system through the VPN Host Checker.  All remote access to the system is strictly enforced and controlled through the DISC VPN encrypted network.  Remote access is pro
	within DISC must belong to the domain.  Authorized remote access users are required to use the DISC VPN for remote access.  The information system from a Government Furnished Equipment (GFE) (full trust) or personal (semi-trust) computer prior to connection via AD, CA-RBAC IDM and enforces is required for remote connections to the information system through the VPN Host Checker.  All remote access to the system is strictly enforced and controlled through the DISC VPN encrypted network.  Remote access is pro
	within DISC must belong to the domain.  Authorized remote access users are required to use the DISC VPN for remote access.  The information system from a Government Furnished Equipment (GFE) (full trust) or personal (semi-trust) computer prior to connection via AD, CA-RBAC IDM and enforces is required for remote connections to the information system through the VPN Host Checker.  All remote access to the system is strictly enforced and controlled through the DISC VPN encrypted network.  Remote access is pro
	 

	ensure VPN Host Checker is utilized to require a VPN connection to remotely connect computers to the information system. 
	ensure VPN Host Checker is utilized to require a VPN connection to remotely connect computers to the information system. 


	1.11 
	1.11 
	1.11 

	As part of the out-processing for employees, contract termination for contractors, or the conclusion of user business need according to Federal Employee Exit Process, DISC ensures that all user accounts for all users of each system are disabled.  This process will occur within 2 business days of the user’s departure. 
	As part of the out-processing for employees, contract termination for contractors, or the conclusion of user business need according to Federal Employee Exit Process, DISC ensures that all user accounts for all users of each system are disabled.  This process will occur within 2 business days of the user’s departure. 
	 

	Selected a sample of employees terminated and inspected ServiceNow workflow to ensure logical access to systems was disabled for terminated employees within 2 business days of the user’s departure. 
	Selected a sample of employees terminated and inspected ServiceNow workflow to ensure logical access to systems was disabled for terminated employees within 2 business days of the user’s departure. 

	No exceptions noted. 
	No exceptions noted. 


	1.12 
	1.12 
	1.12 

	In partnership with the ARMMs, DISC reviews the ongoing operation need for current logical and physical access authorizations to information systems/facilities when a worker is transferred between branches in the DISC, whether they are a Federal employee or contractor.  DISC will collaborate with the branch manager where the worker is leaving and conduct exit interviews, collect any organizational property (keys, cards, tokens, manuals) which the worker does not need in their new position, and terminates lo
	In partnership with the ARMMs, DISC reviews the ongoing operation need for current logical and physical access authorizations to information systems/facilities when a worker is transferred between branches in the DISC, whether they are a Federal employee or contractor.  DISC will collaborate with the branch manager where the worker is leaving and conduct exit interviews, collect any organizational property (keys, cards, tokens, manuals) which the worker does not need in their new position, and terminates lo

	Selected a sample of employee transfers and inspected Form AD-139 and related ServiceNow workflow to ensure management for the outgoing department conducted an exit interview, collected organizational property, and terminated logical access to files and programs no longer needed at the transfer’s new position. 
	Selected a sample of employee transfers and inspected Form AD-139 and related ServiceNow workflow to ensure management for the outgoing department conducted an exit interview, collected organizational property, and terminated logical access to files and programs no longer needed at the transfer’s new position. 
	 
	Selected a sample of employee transfers and inspected Form AD-139 and related ServiceNow workflow to ensure transfer documentation was approved within 5 days of the completion of transfer procedures, and interested parties were notified of any change in logical access. 

	No exceptions noted. 
	No exceptions noted. 
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	Authorization Requests, Facility Requests, CEC System Access Authorization Requests (SAAR), and provide any organizational property needed.  This process will begin within 5 days of the formal transfer action within the Risk Management Branch (RMB) documentation of completion of transfer procedures.  Transfer documentation is signed by appropriate management staff verifying they have completed their portion of the transfer process.  The branch manager gaining the worker must modify access authorizations for
	Authorization Requests, Facility Requests, CEC System Access Authorization Requests (SAAR), and provide any organizational property needed.  This process will begin within 5 days of the formal transfer action within the Risk Management Branch (RMB) documentation of completion of transfer procedures.  Transfer documentation is signed by appropriate management staff verifying they have completed their portion of the transfer process.  The branch manager gaining the worker must modify access authorizations for
	Authorization Requests, Facility Requests, CEC System Access Authorization Requests (SAAR), and provide any organizational property needed.  This process will begin within 5 days of the formal transfer action within the Risk Management Branch (RMB) documentation of completion of transfer procedures.  Transfer documentation is signed by appropriate management staff verifying they have completed their portion of the transfer process.  The branch manager gaining the worker must modify access authorizations for
	Authorization Requests, Facility Requests, CEC System Access Authorization Requests (SAAR), and provide any organizational property needed.  This process will begin within 5 days of the formal transfer action within the Risk Management Branch (RMB) documentation of completion of transfer procedures.  Transfer documentation is signed by appropriate management staff verifying they have completed their portion of the transfer process.  The branch manager gaining the worker must modify access authorizations for
	 


	1.13 
	1.13 
	1.13 

	For system security, all components of this system uniquely identify and authenticate organizational users (or processes acting on behalf of organizational users).  All users are required to be registered in the CA-RBAC tool, which provisions the user with unique user identities.  CA-RBAC keeps track of user identities and does not allow duplicate identities for registered users.  CA-RBAC sends provisioning requests to Microsoft AD.  This system cannot be accessed unless through the Transport Layer Security
	For system security, all components of this system uniquely identify and authenticate organizational users (or processes acting on behalf of organizational users).  All users are required to be registered in the CA-RBAC tool, which provisions the user with unique user identities.  CA-RBAC keeps track of user identities and does not allow duplicate identities for registered users.  CA-RBAC sends provisioning requests to Microsoft AD.  This system cannot be accessed unless through the Transport Layer Security

	Performed a walk-through of IDM to ensure the CA-RBAC IDM Tool is used to separate individuals into roles and provision accounts into identified functional roles. 
	Performed a walk-through of IDM to ensure the CA-RBAC IDM Tool is used to separate individuals into roles and provision accounts into identified functional roles. 
	 
	Inspected AD user report and group members to ensure roles are defined as privileged and non-privileged and are unique and attributable. 
	 
	Inspected Authentication Methods used by the OCIO to ensure a variety of methodologies are employed to authenticate, authorize, and maintain accountability amongst the users of systems and applications within their scope. 
	 
	Inspected Cisco AnyConnect connection 

	No exceptions noted. 
	No exceptions noted. 
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	Authentication (MFA).  In addition, identity of the individual is confirmed in person before the Personal Identity Verification (PIV) is issued to the individual user.  This control is inherited from USDA.  Once the identity of the individual is confirmed, user accounts and passwords are distributed by authorized security delegates.  The DISC Data Center Hosting Services Division (DCHSD) and ISC CSID manage information system authenticators for users by establishing initial authenticator content for authent
	Authentication (MFA).  In addition, identity of the individual is confirmed in person before the Personal Identity Verification (PIV) is issued to the individual user.  This control is inherited from USDA.  Once the identity of the individual is confirmed, user accounts and passwords are distributed by authorized security delegates.  The DISC Data Center Hosting Services Division (DCHSD) and ISC CSID manage information system authenticators for users by establishing initial authenticator content for authent
	Authentication (MFA).  In addition, identity of the individual is confirmed in person before the Personal Identity Verification (PIV) is issued to the individual user.  This control is inherited from USDA.  Once the identity of the individual is confirmed, user accounts and passwords are distributed by authorized security delegates.  The DISC Data Center Hosting Services Division (DCHSD) and ISC CSID manage information system authenticators for users by establishing initial authenticator content for authent
	Authentication (MFA).  In addition, identity of the individual is confirmed in person before the Personal Identity Verification (PIV) is issued to the individual user.  This control is inherited from USDA.  Once the identity of the individual is confirmed, user accounts and passwords are distributed by authorized security delegates.  The DISC Data Center Hosting Services Division (DCHSD) and ISC CSID manage information system authenticators for users by establishing initial authenticator content for authent
	 

	settings to ensure USDA account holders must utilize Cisco AnyConnect to remotely access the USDA Network. 
	settings to ensure USDA account holders must utilize Cisco AnyConnect to remotely access the USDA Network. 
	 
	Inspected National Information Technology Center (NITC) Identity Manager Instructions to ensure procedures exist for establishing initial authenticator content for new users of USDA systems. 
	 
	Inspected PIV Policies and Procedures to ensure procedures exist for the distribution, disabling, revocation, and replacement of lost or damaged authenticators. 


	 
	 
	 
	 
	 
	 
	 
	1.14 

	Enterprise and Infrastructure Platform (EIP) 
	Enterprise and Infrastructure Platform (EIP) 
	 
	Boundary Protection 
	 
	Information Technology Security Division (ITSD)/Access Management Branch (AMB) (OCIO/ISC) creates the secure remote accounts used by user entity personnel for VPN access to the OCIO mainframe applications.  In addition, ITSD/AMB (OCIO/ISC) manages Cisco AnyConnect Secure Mobility accounts used to remotely 

	 
	 
	 
	 
	 
	 
	Inspected Cisco AnyConnect connection settings to ensure USDA account holders must utilize Cisco AnyConnect to remotely access the USDA Network. 
	 
	Inspected Juniper Pulse Secure connection settings to ensure privileged users must utilize Pulse Secure to remotely access OCIO 

	 
	 
	 
	 
	 
	 
	No exceptions noted. 
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	access resources through the USDA network and Juniper Pulse Secure accounts used by privileged users to remotely access OCIO network resources. 
	access resources through the USDA network and Juniper Pulse Secure accounts used by privileged users to remotely access OCIO network resources. 
	access resources through the USDA network and Juniper Pulse Secure accounts used by privileged users to remotely access OCIO network resources. 
	access resources through the USDA network and Juniper Pulse Secure accounts used by privileged users to remotely access OCIO network resources. 
	 

	network resources. 
	network resources. 


	1.15 
	1.15 
	1.15 

	OCIO requires Interconnection Security Agreements (ISA) that specify security responsibilities for inter-agency or inter‑Departmental information system connections.  Please reference the USDA Risk Management Framework Guide. 
	OCIO requires Interconnection Security Agreements (ISA) that specify security responsibilities for inter-agency or inter‑Departmental information system connections.  Please reference the USDA Risk Management Framework Guide. 
	 

	Inspected ISAs to ensure the USDA maintains ISAs which specify security responsibilities for inter-agency or inter-Departmental connections. 
	Inspected ISAs to ensure the USDA maintains ISAs which specify security responsibilities for inter-agency or inter-Departmental connections. 

	No exceptions noted. 
	No exceptions noted. 


	 
	 
	 
	 
	 
	 
	1.16 

	Identification and Authentication 
	Identification and Authentication 
	 
	EIP Mainframe 
	 
	Mainframe non-privileged (i.e., application) and privileged (i.e., system) users authenticate through Computer Associates Top Secret Software (CA-TSS), which controls access to all mainframe application and system resources (e.g., IDMS, DB2).  DISC/ITSD/AMB (OCIO/ISC) assigns all mainframe users a unique CA-TSS user ID/password. 
	 

	 
	 
	 
	 
	 
	Inspected mainframe authentication screens to ensure mainframe users authenticate through CA-TSS to access the mainframe application and system resources. 
	 
	Inspected the mainframe user account report to ensure the OCIO/ISC assigns all mainframe users a unique CA-TSS user ID. 

	 
	 
	 
	 
	 
	No exceptions noted. 


	1.17 
	1.17 
	1.17 

	ISC configures CA-TSS to enforce the following password requirements when accessing mainframe applications and system resources: 
	ISC configures CA-TSS to enforce the following password requirements when accessing mainframe applications and system resources: 
	• Require eight characters in length (maximum length allowed by the system); 
	• Require eight characters in length (maximum length allowed by the system); 
	• Require eight characters in length (maximum length allowed by the system); 

	• Consist of alphabetic, numeric, and special character combinations; 
	• Consist of alphabetic, numeric, and special character combinations; 

	• Do not contain the ACID NAME; 
	• Do not contain the ACID NAME; 

	• Are not too similar to the previous password; 
	• Are not too similar to the previous password; 

	• Are not the same as any of the 24 previous passwords; 
	• Are not the same as any of the 24 previous passwords; 



	Inspected mainframe password settings to ensure the configuration is in accordance with the stated elements of the control. 
	Inspected mainframe password settings to ensure the configuration is in accordance with the stated elements of the control. 

	No exceptions noted. 
	No exceptions noted. 




	Ref. 
	Ref. 
	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	• Expire after 60 days; and 
	• Expire after 60 days; and 
	• Expire after 60 days; and 
	• Expire after 60 days; and 
	• Expire after 60 days; and 
	• Expire after 60 days; and 

	• Are not displayed when entered. 
	• Are not displayed when entered. 


	 


	 
	 
	 
	 
	1.18 

	EIP Mid-tier 
	EIP Mid-tier 
	 
	OCIO/ISC configures mainframe CA-TSS settings to permit five unsuccessful logon attempts.  If a user exceeds the number of unsuccessful attempts, the user ID is locked, and the OCIO/ISC or an Agency Service Officer (ASO) must be contacted to unlock the IDs used to access applications.  ITSD/ISC or an ASO must also be contacted to reset forgotten passwords. 
	 

	 
	 
	 
	Inspected the mainframe password settings to ensure the configuration is set to lockout users after five unsuccessful login attempts. 
	 
	Inspected an example ServiceNow ticket to ensure a request for reset must be submitted to the ITSD/ISC once a user account is locked. 

	 
	 
	 
	No exceptions noted. 


	1.19 
	1.19 
	1.19 

	Emergency access is requested on Form National Finance Center (NFC)-1106 and is generally granted to address production failures; ITSD/AMB (OCIO/ISC) processes approved Form NFC-1106 for emergency access. 
	Emergency access is requested on Form National Finance Center (NFC)-1106 and is generally granted to address production failures; ITSD/AMB (OCIO/ISC) processes approved Form NFC-1106 for emergency access. 
	 

	Selected a sample of emergency access requests and inspected Form NFC-1106 to ensure the form was completed for emergency requests and was approved by the ITSD/AMB before access was granted. 
	Selected a sample of emergency access requests and inspected Form NFC-1106 to ensure the form was completed for emergency requests and was approved by the ITSD/AMB before access was granted. 

	No exceptions noted. 
	No exceptions noted. 


	1.20 
	1.20 
	1.20 

	In limited instances, temporary access may be granted to a Super User system ID.  System User IDs are used to perform system functions such as software configurations and installations and setup of new administrators, which are non-application processing functions.  These functions cannot be performed with an engineer or administrator user ID.  ITSD/AMB manages Super User system ID access using form NFC-1437, Super User Account Usage Form.  The Engineer or Administrator must specify the purpose for the acco
	In limited instances, temporary access may be granted to a Super User system ID.  System User IDs are used to perform system functions such as software configurations and installations and setup of new administrators, which are non-application processing functions.  These functions cannot be performed with an engineer or administrator user ID.  ITSD/AMB manages Super User system ID access using form NFC-1437, Super User Account Usage Form.  The Engineer or Administrator must specify the purpose for the acco

	Selected a sample of Super User authorizations and inspected Form NFC-1437 and related ServiceNow workflow to ensure Form NFC-1437 was completed for the employee requesting Super User access, the purpose for the account usage was documented, and the form was approved by the ITSD/AMB Chief and the Information Systems Security Program Manager. 
	Selected a sample of Super User authorizations and inspected Form NFC-1437 and related ServiceNow workflow to ensure Form NFC-1437 was completed for the employee requesting Super User access, the purpose for the account usage was documented, and the form was approved by the ITSD/AMB Chief and the Information Systems Security Program Manager. 
	 
	Inspected reports resulting from jobs NFCPD2M1 and NFCPD2M2 and the weekly Mainframe Monitoring Spreadsheet to ensure the jobs captured Super User activity and were reviewed by the ITSD/ISSB. 

	No exceptions noted. 
	No exceptions noted. 
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	mainframe system super user (XITSCA) activities, and ITSD/Information Systems Security Branch (ISSB) reviews the activities as part of the review for mainframe critical activities described under the Audit and Monitoring section below. 
	mainframe system super user (XITSCA) activities, and ITSD/Information Systems Security Branch (ISSB) reviews the activities as part of the review for mainframe critical activities described under the Audit and Monitoring section below. 
	mainframe system super user (XITSCA) activities, and ITSD/Information Systems Security Branch (ISSB) reviews the activities as part of the review for mainframe critical activities described under the Audit and Monitoring section below. 
	mainframe system super user (XITSCA) activities, and ITSD/Information Systems Security Branch (ISSB) reviews the activities as part of the review for mainframe critical activities described under the Audit and Monitoring section below. 
	 


	1.21 
	1.21 
	1.21 

	If an employee changes positions due to transfer, the AARM ensures that existing access permissions and rights are removed as needed or retained for a temporary period by notating on the NFC-1366, Transfer Report.  ITSD/AMB (OCIO/ISC) modifies access as needed based on the instructions on the NFC‑1366 and Forms NFC-1106 received from the gaining organization.  For transfers, a transition period of 30 to 90 days of overlapping access rights often occurs. 
	If an employee changes positions due to transfer, the AARM ensures that existing access permissions and rights are removed as needed or retained for a temporary period by notating on the NFC-1366, Transfer Report.  ITSD/AMB (OCIO/ISC) modifies access as needed based on the instructions on the NFC‑1366 and Forms NFC-1106 received from the gaining organization.  For transfers, a transition period of 30 to 90 days of overlapping access rights often occurs. 

	Selected a sample of transferred employees and inspected system records to ensure access rights for losing organization systems were removed upon the transfer of the employee. 
	Selected a sample of transferred employees and inspected system records to ensure access rights for losing organization systems were removed upon the transfer of the employee. 
	 
	Selected a sample of transferred employees and inspected Form NFC-1366 to ensure requests from the losing organization to continue access for the employee during the transition period were submitted through ServiceNow. 
	 

	No exceptions noted. 
	No exceptions noted. 


	1.22 
	1.22 
	1.22 

	Terminations require Form NFC-1267, Separation/Temporary Absence Clearing Report, for employees and Form NFC-1267C, Contractor Separation Clearing Report, for contractors.  These forms help ensure that logical access is disabled promptly (within 5 business days) of the separation effective date) in accordance with DR 3505-003, Access Control for Information and Information Systems, and laptops/phones and physical access badges are returned.  ISC/ITSD/AMB personnel deactivate accounts on applicable systems/a
	Terminations require Form NFC-1267, Separation/Temporary Absence Clearing Report, for employees and Form NFC-1267C, Contractor Separation Clearing Report, for contractors.  These forms help ensure that logical access is disabled promptly (within 5 business days) of the separation effective date) in accordance with DR 3505-003, Access Control for Information and Information Systems, and laptops/phones and physical access badges are returned.  ISC/ITSD/AMB personnel deactivate accounts on applicable systems/a

	Selected a sample of employees terminated and inspected Form NFC-1267 and ServiceNow tickets to ensure a request to remove logical access for the terminated employee was signed by supervisors and/or contracting officer representatives and USDA property was collected upon the termination of the employee. 
	Selected a sample of employees terminated and inspected Form NFC-1267 and ServiceNow tickets to ensure a request to remove logical access for the terminated employee was signed by supervisors and/or contracting officer representatives and USDA property was collected upon the termination of the employee. 
	 
	Selected a sample of employees terminated and inspected system records to ensure access rights for the terminated employees were removed within 5 business days of termination. 

	No exceptions noted. 
	No exceptions noted. 
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	(OCIO/ISC) procedures permit IDs in the reserve area may be re-activated if the same employee returns to employment.  As part of the processing of the NFC-11267, CEC/ITSD/Office Services Branch (OSB) personnel ensure that laptops are returned; ISC/Information Services Division (ISD)/NSG ensures that cellular phones are returned; and Agricultural Marketing Service (AMS)/Support Services Office ensures that physical access badges are returned. 
	(OCIO/ISC) procedures permit IDs in the reserve area may be re-activated if the same employee returns to employment.  As part of the processing of the NFC-11267, CEC/ITSD/Office Services Branch (OSB) personnel ensure that laptops are returned; ISC/Information Services Division (ISD)/NSG ensures that cellular phones are returned; and Agricultural Marketing Service (AMS)/Support Services Office ensures that physical access badges are returned. 
	(OCIO/ISC) procedures permit IDs in the reserve area may be re-activated if the same employee returns to employment.  As part of the processing of the NFC-11267, CEC/ITSD/Office Services Branch (OSB) personnel ensure that laptops are returned; ISC/Information Services Division (ISD)/NSG ensures that cellular phones are returned; and Agricultural Marketing Service (AMS)/Support Services Office ensures that physical access badges are returned. 
	(OCIO/ISC) procedures permit IDs in the reserve area may be re-activated if the same employee returns to employment.  As part of the processing of the NFC-11267, CEC/ITSD/Office Services Branch (OSB) personnel ensure that laptops are returned; ISC/Information Services Division (ISD)/NSG ensures that cellular phones are returned; and Agricultural Marketing Service (AMS)/Support Services Office ensures that physical access badges are returned. 
	 


	1.23 
	1.23 
	1.23 

	ISC/ITSD/SSAB produces monthly mainframe inactivity reports for accounts that have been inactive for more than 30 days, 60 days, and 120 days.  In addition, ITSD/Security Systems Administration Branch (SSAB) (OCIO/ISC) manages automated processes that disable mainframe accounts after more than 60 days of inactivity and delete mainframe accounts after more than 120 days of inactivity. 
	ISC/ITSD/SSAB produces monthly mainframe inactivity reports for accounts that have been inactive for more than 30 days, 60 days, and 120 days.  In addition, ITSD/Security Systems Administration Branch (SSAB) (OCIO/ISC) manages automated processes that disable mainframe accounts after more than 60 days of inactivity and delete mainframe accounts after more than 120 days of inactivity. 

	Selected a sample of months and inspected mainframe inactivity reports to ensure the associated jobs to disable inactive accounts were run. 
	Selected a sample of months and inspected mainframe inactivity reports to ensure the associated jobs to disable inactive accounts were run. 
	 
	Selected a sample of weeks and inspected ServiceNow workflows to ensure accounts identified as inactive based on job NFCPD2RS were deprovisioned on the mainframe and routed to ISC/ITSD/AMB personnel who removed the related access from all midrange endpoints. 
	 

	No exceptions noted. 
	No exceptions noted. 


	1.24 
	1.24 
	1.24 

	ISC/ITSD/SSAB is responsible for the automated bi-weekly NFCPD2RS job/Removal of Accounts of Terminated Employees process that compares social security numbers associated with mainframe IDs to the social security numbers in the Payroll Personnel System.  As part of this process, accounts/user IDs associated with social security numbers that are inactive according to the Payroll Personnel System are stored in a flat file, deprovisioned on the mainframe, and routed to ISC/ITSD/AMB personnel who remove related
	ISC/ITSD/SSAB is responsible for the automated bi-weekly NFCPD2RS job/Removal of Accounts of Terminated Employees process that compares social security numbers associated with mainframe IDs to the social security numbers in the Payroll Personnel System.  As part of this process, accounts/user IDs associated with social security numbers that are inactive according to the Payroll Personnel System are stored in a flat file, deprovisioned on the mainframe, and routed to ISC/ITSD/AMB personnel who remove related

	Selected a sample of weeks and inspected the NFCPD2RS job report to ensure the report of terminated employees was run for the period selected for testing. 
	Selected a sample of weeks and inspected the NFCPD2RS job report to ensure the report of terminated employees was run for the period selected for testing. 
	 
	Selected a sample of weeks and inspected ServiceNow workflows to ensure those accounts identified as inactive based on the NFCPD2RS job report were deprovisioned on the mainframe and routed to ISC/ITSD/AMB personnel who removed the related access from all midrange endpoints. 

	No exceptions noted. 
	No exceptions noted. 




	Ref. 
	Ref. 
	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	 
	 
	 
	 
	 
	1.25 

	Audit and Monitoring 
	Audit and Monitoring 
	 
	ISC/ITSD/SSAB configures the mid-range servers (Windows, UNIX, etc.) to send log records to the Splunk.  ISC/ITSD/ISSB reviews the following events daily to identify and investigate unusual and/or inappropriate actions or anomalies and documents the reviews on a spreadsheet: 
	• Windows AD administrator events 
	• Windows AD administrator events 
	• Windows AD administrator events 

	• Super User Do (SUDO)/Super User command usage 
	• Super User Do (SUDO)/Super User command usage 

	• Windows failed logins 
	• Windows failed logins 

	• Windows account lockout/unlock 
	• Windows account lockout/unlock 

	• Windows creation/enable events 
	• Windows creation/enable events 

	• Windows account deletion logs 
	• Windows account deletion logs 


	 

	 
	 
	 
	Inspected mid-range server activity reports to ensure servers are configured to send logs of unusual events to the Incident Response Team through Splunk. 
	 
	Inspected the mainframe monitoring tracker to ensure the Incident Response Team logged their review of the mid-range server activity reports during the examination period. 

	 
	 
	 
	No exceptions noted. 


	1.26 
	1.26 
	1.26 

	ISC/ITSD/SSAB configures the mainframe to log critical activities and maintains automated processes to generate reports that are stored in the Control-D automated report and output archiving and management tool.  The ISC/ITSD/ISSB Audit Team reviews the following mainframe logs on a weekly basis and documents the review on a monitoring spreadsheet:  (1) NFCPD2M1, a daily report that lists all CA-TSS commands from the previous day; (2) NFCPD2M2, a weekly report that lists all CA-TSS commands executed by secu
	ISC/ITSD/SSAB configures the mainframe to log critical activities and maintains automated processes to generate reports that are stored in the Control-D automated report and output archiving and management tool.  The ISC/ITSD/ISSB Audit Team reviews the following mainframe logs on a weekly basis and documents the review on a monitoring spreadsheet:  (1) NFCPD2M1, a daily report that lists all CA-TSS commands from the previous day; (2) NFCPD2M2, a weekly report that lists all CA-TSS commands executed by secu
	 

	Inspected NFCPD2M1, NFCPD2M2, and NFCPD2M4 jobs reports to ensure the reports were generated within the archiving tool and included information on CA-TSS commands from the previous day, CA-TSS commands executed by security officers, and user IDs which have been inactive for 60 days or more. 
	Inspected NFCPD2M1, NFCPD2M2, and NFCPD2M4 jobs reports to ensure the reports were generated within the archiving tool and included information on CA-TSS commands from the previous day, CA-TSS commands executed by security officers, and user IDs which have been inactive for 60 days or more. 
	 
	Inspected the mainframe monitoring tracker to ensure critical mainframe reports within the scope of the control were reviewed at least weekly. 

	No exceptions noted. 
	No exceptions noted. 


	1.27 
	1.27 
	1.27 

	ISC/CSID/NSB administers an intrusion detection program to monitor for unauthorized access or hostile activity including viruses, worms, and other malicious code.  NSB ensures signatures are kept up-to-date and the Systems Operations Center (SOC) 
	ISC/CSID/NSB administers an intrusion detection program to monitor for unauthorized access or hostile activity including viruses, worms, and other malicious code.  NSB ensures signatures are kept up-to-date and the Systems Operations Center (SOC) 

	Inspected FortiGate IDS and Splunk SIEM applications to ensure an intrusion detection program is employed to monitor for unauthorized access or hostile activity including viruses, worms, and other malicious code 24 hours a day, 7 days a week. 
	Inspected FortiGate IDS and Splunk SIEM applications to ensure an intrusion detection program is employed to monitor for unauthorized access or hostile activity including viruses, worms, and other malicious code 24 hours a day, 7 days a week. 

	No exceptions noted with regard to the employment of an intrusion detection system or procedures in place to notify system owners and affected 
	No exceptions noted with regard to the employment of an intrusion detection system or procedures in place to notify system owners and affected 




	Ref. 
	Ref. 
	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	provides 24 hours per day, 7 days per week of intrusion detection monitoring.  If any suspected IT security incidents arise, the SOC alerts the system owner and affected parties. 
	provides 24 hours per day, 7 days per week of intrusion detection monitoring.  If any suspected IT security incidents arise, the SOC alerts the system owner and affected parties. 
	provides 24 hours per day, 7 days per week of intrusion detection monitoring.  If any suspected IT security incidents arise, the SOC alerts the system owner and affected parties. 
	provides 24 hours per day, 7 days per week of intrusion detection monitoring.  If any suspected IT security incidents arise, the SOC alerts the system owner and affected parties. 

	 
	 
	Inspected Incident Response Procedures to ensure procedures are documented to report suspected incidents to systems owners and affected parties should the need arise. 

	parties should a security incident arise.  We did not test the operating effectiveness for a portion of this control as there were no security incidents required to be reported to the Site Incident Response Coordinator (SIRC) that occurred during the examination period. 
	parties should a security incident arise.  We did not test the operating effectiveness for a portion of this control as there were no security incidents required to be reported to the Site Incident Response Coordinator (SIRC) that occurred during the examination period. 
	 


	1.28 
	1.28 
	1.28 

	The SIRC performs an assessment of each reported incident to determine if it is an adverse event and, if so, activates the appropriate Computer Incident Response Team (CIRT) to perform an assessment of the affected systems.  The CIRT takes action to contain the security incident, prevent further damage, preserve the evidence, facilitate recovery, and documents the actions taken.  Actions to be taken are coordinated with the ITSD Director (OCIO/DISC) and executed after dialog with the OCIO and Chief Informat
	The SIRC performs an assessment of each reported incident to determine if it is an adverse event and, if so, activates the appropriate Computer Incident Response Team (CIRT) to perform an assessment of the affected systems.  The CIRT takes action to contain the security incident, prevent further damage, preserve the evidence, facilitate recovery, and documents the actions taken.  Actions to be taken are coordinated with the ITSD Director (OCIO/DISC) and executed after dialog with the OCIO and Chief Informat
	 

	Inspected the Incident Response Plan to ensure a plan is documented to facilitate the SIRC investigation, containment, preservation of evidence, recovery, and action of reported and confirmed adverse security incidents. 
	Inspected the Incident Response Plan to ensure a plan is documented to facilitate the SIRC investigation, containment, preservation of evidence, recovery, and action of reported and confirmed adverse security incidents. 

	No exceptions noted with regard to the existence of a plan related to the investigation of security incidents.  We did not test the operating effectiveness of this control as there were no security incidents required to be reported to the SIRC that occurred during the examination period. 
	No exceptions noted with regard to the existence of a plan related to the investigation of security incidents.  We did not test the operating effectiveness of this control as there were no security incidents required to be reported to the SIRC that occurred during the examination period. 




	 
	  
	Control Objective 2: Controls provide reasonable assurance that physical access to computer and other resources relevant to user entities’ internal control over financial reporting is restricted to authorized and appropriate personnel in order to safeguard assets and information security.  Physical access limits the access to rooms, data center, and physical IT assets.  This control also keeps tracks of who is coming and going in restricted areas.  Finally, these controls provide reasonable assurance that p
	 
	 
	Ref. 
	Ref. 
	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	2.01 
	2.01 
	2.01 
	2.01 

	Representatives of DISC participate in the 8930 Ward Parkway (WP) Facility Security Committee (FSC) and this committee exists to address and remediate security risks to the facility. 
	Representatives of DISC participate in the 8930 Ward Parkway (WP) Facility Security Committee (FSC) and this committee exists to address and remediate security risks to the facility. 
	 

	Inspected email correspondence between members of the 8930 WP FSC to ensure representatives of DISC participate in the remediation of security risks to the facility. 
	Inspected email correspondence between members of the 8930 WP FSC to ensure representatives of DISC participate in the remediation of security risks to the facility. 

	No exceptions noted. 
	No exceptions noted. 


	2.02 
	2.02 
	2.02 

	DISC uses the Enterprise Physical Access System (ePACS) to enforce badge reader access for entry and exit points within the facility and biometric authentication.  Access to the data center requires both card reader and biometric authentication.  DISC also has remote control capability to allow access through the data center main entry door only.  Once inside the data center areas, access into the computer room is restricted by a turnstile and handicap entry equipped with card readers and antipass back mech
	DISC uses the Enterprise Physical Access System (ePACS) to enforce badge reader access for entry and exit points within the facility and biometric authentication.  Access to the data center requires both card reader and biometric authentication.  DISC also has remote control capability to allow access through the data center main entry door only.  Once inside the data center areas, access into the computer room is restricted by a turnstile and handicap entry equipped with card readers and antipass back mech
	 

	Observed physical security authentication devices throughout the facility to ensure access to the data center area within the facility is restricted through badge readers and biometric authentication, and that the computer room is restricted by a turnstile and handicap ramp with antipass back mechanisms. 
	Observed physical security authentication devices throughout the facility to ensure access to the data center area within the facility is restricted through badge readers and biometric authentication, and that the computer room is restricted by a turnstile and handicap ramp with antipass back mechanisms. 
	 
	Performed a walk-through of ePACS to ensure the application is used to enforce badge reader and biometric authentication for entry and exit points within the facility. 

	No exceptions noted. 
	No exceptions noted. 


	2.03 
	2.03 
	2.03 

	All server cabinets are secured via key locks.  A single set of keys to the racks is managed by the 24X7 Operations Group (OG) staff.  When necessary, customers requiring rack access sign out the needed key set for which an approved ticket documenting the justification must be on hand. 
	All server cabinets are secured via key locks.  A single set of keys to the racks is managed by the 24X7 Operations Group (OG) staff.  When necessary, customers requiring rack access sign out the needed key set for which an approved ticket documenting the justification must be on hand. 

	Observed server cabinets within the computer room to ensure all server cabinets are secured via key locks and a single set of keys stored in the key rack is monitored by 24x7 OG staff. 
	Observed server cabinets within the computer room to ensure all server cabinets are secured via key locks and a single set of keys stored in the key rack is monitored by 24x7 OG staff. 
	 
	Inspected an example Form SD-36 to ensure the form is used to document the reason for temporary access to the data center. 

	No exceptions noted. 
	No exceptions noted. 




	Ref. 
	Ref. 
	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	2.04 
	2.04 
	2.04 
	2.04 

	DISC controls physical access to information system distribution and transmission lines within the facilities by restricting access to all sensitive areas including wiring closets, cabling, and conduit and cable trays.  These areas are only accessible through the data center and all physical controls apply to the system distribution and transmission lines.  DISC controls physical access to information system devices that display information to prevent unauthorized individuals from observing the display outp
	DISC controls physical access to information system distribution and transmission lines within the facilities by restricting access to all sensitive areas including wiring closets, cabling, and conduit and cable trays.  These areas are only accessible through the data center and all physical controls apply to the system distribution and transmission lines.  DISC controls physical access to information system devices that display information to prevent unauthorized individuals from observing the display outp
	 

	Observed the location of system distribution and transmission lines to ensure access is restricted to all sensitive areas, including wiring closets, cabling, and conduit and cable trays and that there are no windows, viewing areas, or printers within the computer room. 
	Observed the location of system distribution and transmission lines to ensure access is restricted to all sensitive areas, including wiring closets, cabling, and conduit and cable trays and that there are no windows, viewing areas, or printers within the computer room. 

	No exceptions noted. 
	No exceptions noted. 


	2.05 
	2.05 
	2.05 

	All entrants into the primary Enterprise Data center (EDC) are monitored on camera by DISC personnel. 
	All entrants into the primary Enterprise Data center (EDC) are monitored on camera by DISC personnel. 

	Observed the location of surveillance cameras to ensure all entrants to the primary EDC are monitored on camera by DISC personnel. 
	Observed the location of surveillance cameras to ensure all entrants to the primary EDC are monitored on camera by DISC personnel. 
	 
	Performed a walk-through of ePACS to ensure the application is used to monitor surveillance video of all entrants to the primary EDC. 
	 

	No exceptions noted. 
	No exceptions noted. 


	2.06 
	2.06 
	2.06 

	DISC will grant access by using a 3-tier approach.  These layers are identified as (1) privileged DISC; (2) privileged Non-DISC; and (3) Non-privileged users/visitors.  Fully privileged DISC users are required to complete the form SD-73 annually.  All others are required to complete an SD-36 form.  For non- privileged DISC users, the SD-36 form is required to be updated on an annual basis and for visitors it expires after every visit.  Once the form is completed, users will be granted a temporary access bad
	DISC will grant access by using a 3-tier approach.  These layers are identified as (1) privileged DISC; (2) privileged Non-DISC; and (3) Non-privileged users/visitors.  Fully privileged DISC users are required to complete the form SD-73 annually.  All others are required to complete an SD-36 form.  For non- privileged DISC users, the SD-36 form is required to be updated on an annual basis and for visitors it expires after every visit.  Once the form is completed, users will be granted a temporary access bad

	Observed the performance of visitor access procedures to ensure visitors to the data center are required to have a valid form on file and are escorted by staff with permanent access. 
	Observed the performance of visitor access procedures to ensure visitors to the data center are required to have a valid form on file and are escorted by staff with permanent access. 
	 
	Selected a sample of privileged DISC users and inspected access requests to ensure the SD-73 form, Rules of Accountability Attestation, and Non-Disclosure Agreement were completed annually. 
	 

	No exceptions noted with regard to the existence of physical access controls and the completion of an SD-36 for visitors to the facility.  An SD-73 for privileged DISC users was not submitted for 5 out of 17 employees tested. 
	No exceptions noted with regard to the existence of physical access controls and the completion of an SD-36 for visitors to the facility.  An SD-73 for privileged DISC users was not submitted for 5 out of 17 employees tested. 




	Ref. 
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	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	Selected a sample of privileged Non-DISC and non-privileged users/visitors and inspected access requests to ensure form SD-36 was completed annually for privileged non-DISC users and prior to entry for all data center visitors. 
	Selected a sample of privileged Non-DISC and non-privileged users/visitors and inspected access requests to ensure form SD-36 was completed annually for privileged non-DISC users and prior to entry for all data center visitors. 
	Selected a sample of privileged Non-DISC and non-privileged users/visitors and inspected access requests to ensure form SD-36 was completed annually for privileged non-DISC users and prior to entry for all data center visitors. 
	Selected a sample of privileged Non-DISC and non-privileged users/visitors and inspected access requests to ensure form SD-36 was completed annually for privileged non-DISC users and prior to entry for all data center visitors. 
	 


	2.07 
	2.07 
	2.07 

	DISC or hosted agency managers request permanent access for individuals who routinely need to access the data center by submitting an approved Remedy ticket.  Before granting permanent access badges, DISC verifies that access has been authorized and that individuals have completed a security background clearance check. 
	DISC or hosted agency managers request permanent access for individuals who routinely need to access the data center by submitting an approved Remedy ticket.  Before granting permanent access badges, DISC verifies that access has been authorized and that individuals have completed a security background clearance check. 

	Inspected the DISC Physical and Environmental Protection Procedures to ensure procedures for granting permanent access to the data center are documented. 
	Inspected the DISC Physical and Environmental Protection Procedures to ensure procedures for granting permanent access to the data center are documented. 

	No exceptions noted with regard to the existence of procedures to grant permanent access to the data center.  We did not test the operating effectiveness of this control as there were no requests to grant permanent access to the data center during the examination period. 
	No exceptions noted with regard to the existence of procedures to grant permanent access to the data center.  We did not test the operating effectiveness of this control as there were no requests to grant permanent access to the data center during the examination period. 
	 


	2.08 
	2.08 
	2.08 

	For a privileged DISC user, access to the data center is granted for one year using the ePACS system.  DISC provides a listing of personnel with permanent authorized access to management for review and approval at least once a quarter.  In addition, DISC inventories the rack keys at least daily and changes the locks if keys are missing or lost. 
	For a privileged DISC user, access to the data center is granted for one year using the ePACS system.  DISC provides a listing of personnel with permanent authorized access to management for review and approval at least once a quarter.  In addition, DISC inventories the rack keys at least daily and changes the locks if keys are missing or lost. 

	Selected a sample of quarters and inspected certification results to ensure an automated email was sent to managers quarterly to certify access and a Remedy ticket was automatically submitted to remove access for personnel not certified. 
	Selected a sample of quarters and inspected certification results to ensure an automated email was sent to managers quarterly to certify access and a Remedy ticket was automatically submitted to remove access for personnel not certified. 
	 
	Selected a sample of days and inspected SD‑71 forms to ensure DISC inventoried the key rack daily and, if applicable, changed the locks if keys were missing or lost. 
	 

	No exceptions noted. 
	No exceptions noted. 


	2.09 
	2.09 
	2.09 

	All DISC equipment entering the data center are required to have all visitors and packages go through a magnetometer and their articles through an x-ray machine when entering the building. 
	All DISC equipment entering the data center are required to have all visitors and packages go through a magnetometer and their articles through an x-ray machine when entering the building. 

	Observed facility equipment handling procedures to ensure all delivery vehicles are required to have a verifiable point-of-contact, packages and articles entering the facility are x-rayed, and visitors are required to pass through magnetometer. 
	Observed facility equipment handling procedures to ensure all delivery vehicles are required to have a verifiable point-of-contact, packages and articles entering the facility are x-rayed, and visitors are required to pass through magnetometer. 

	No exceptions noted. 
	No exceptions noted. 


	2.10 
	2.10 
	2.10 

	DISC authorizes, monitors, and controls all 
	DISC authorizes, monitors, and controls all 

	Observed the handling procedures of 
	Observed the handling procedures of 

	No exceptions noted. 
	No exceptions noted. 




	Ref. 
	Ref. 
	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	information system-related items (i.e., hardware, firmware, software) entering and exiting data center areas and maintains records of those items through the SD-30 forms. 
	information system-related items (i.e., hardware, firmware, software) entering and exiting data center areas and maintains records of those items through the SD-30 forms. 
	information system-related items (i.e., hardware, firmware, software) entering and exiting data center areas and maintains records of those items through the SD-30 forms. 
	information system-related items (i.e., hardware, firmware, software) entering and exiting data center areas and maintains records of those items through the SD-30 forms. 

	information system-related items to ensure deliveries and removals are monitored by DISC personnel and deliveries to data center areas have an appropriate Remedy change ticket using the SD-30 form. 
	information system-related items to ensure deliveries and removals are monitored by DISC personnel and deliveries to data center areas have an appropriate Remedy change ticket using the SD-30 form. 
	 
	Inspected an SD-30 form to ensure the form was submitted when system-related items entered or exited the data center. 
	 




	 
	 
	  
	Control Objective 3: Controls provide reasonable assurance that network infrastructure is configured as authorized to support the effective functioning of application controls to result in valid, complete, accurate, and timely processing and reporting of transactions and balances relevant to user entities’ financial reporting; protect data relevant to user entities’ financial reporting from unauthorized changes; and support user entities’ internal control over financial reporting.  Controls also provide the
	 
	 
	Ref. 
	Ref. 
	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	3.01 
	3.01 
	3.01 
	3.01 

	OCIO scans for vulnerabilities in the information system through scans completed weekly using the Tenable Nessus.  Additional ad hoc scans are completed as needed for new systems and when new vulnerabilities are published or upon request to verify remediation or other cause.  OCIO also employs vulnerability scanning tools and techniques that promote interoperability among tools and automate parts of the vulnerability management process by using standards for the scanning process. 
	OCIO scans for vulnerabilities in the information system through scans completed weekly using the Tenable Nessus.  Additional ad hoc scans are completed as needed for new systems and when new vulnerabilities are published or upon request to verify remediation or other cause.  OCIO also employs vulnerability scanning tools and techniques that promote interoperability among tools and automate parts of the vulnerability management process by using standards for the scanning process. 
	 

	Selected a sample of weeks and inspected vulnerability scan results to ensure the weekly scans identified potential vulnerabilities in the scanned information systems. 
	Selected a sample of weeks and inspected vulnerability scan results to ensure the weekly scans identified potential vulnerabilities in the scanned information systems. 

	No exceptions noted. 
	No exceptions noted. 


	3.02 
	3.02 
	3.02 

	OCIO analyzes vulnerability scan reports and results from security control assessments and creates reports for the system administrators and customers listing each system’s discovered vulnerabilities.  The reports include a detailed description of the vulnerabilities, a ranking of risk impact, a solution for remediation if available, and references to multiple resources for additional remediation guidance.  Results from the scans are imported into Splunk daily.  Email notifications regarding the high or mod
	OCIO analyzes vulnerability scan reports and results from security control assessments and creates reports for the system administrators and customers listing each system’s discovered vulnerabilities.  The reports include a detailed description of the vulnerabilities, a ranking of risk impact, a solution for remediation if available, and references to multiple resources for additional remediation guidance.  Results from the scans are imported into Splunk daily.  Email notifications regarding the high or mod
	 

	Selected a sample of weeks and inspected vulnerability scan reports to ensure the weekly scans identified potential vulnerabilities in the scanned information system. 
	Selected a sample of weeks and inspected vulnerability scan reports to ensure the weekly scans identified potential vulnerabilities in the scanned information system. 
	 
	Inspected SIEM to ensure high or moderate severity vulnerabilities are imported into SIEM and administrators are notified via email. 

	No exceptions noted. 
	No exceptions noted. 


	3.03 
	3.03 
	3.03 

	OCIO remediates legitimate vulnerabilities in accordance with the guidance received by 
	OCIO remediates legitimate vulnerabilities in accordance with the guidance received by 

	Inspected vulnerability scan reports from consecutive months to ensure vulnerabilities 
	Inspected vulnerability scan reports from consecutive months to ensure vulnerabilities 

	No exceptions noted. 
	No exceptions noted. 




	Ref. 
	Ref. 
	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	authoritative sources familiar with the vulnerability or within 14 days for critical and high-risk vulnerabilities and 30 days for moderate vulnerabilities.  A waiver record is created and assigned to the supported by the team if the vulnerability remains detected after 30 days. 
	authoritative sources familiar with the vulnerability or within 14 days for critical and high-risk vulnerabilities and 30 days for moderate vulnerabilities.  A waiver record is created and assigned to the supported by the team if the vulnerability remains detected after 30 days. 
	authoritative sources familiar with the vulnerability or within 14 days for critical and high-risk vulnerabilities and 30 days for moderate vulnerabilities.  A waiver record is created and assigned to the supported by the team if the vulnerability remains detected after 30 days. 
	authoritative sources familiar with the vulnerability or within 14 days for critical and high-risk vulnerabilities and 30 days for moderate vulnerabilities.  A waiver record is created and assigned to the supported by the team if the vulnerability remains detected after 30 days. 
	 

	are remediated within 14 days for critical and high-risk vulnerabilities, 30 days for moderate vulnerabilities, or a waiver record is created for vulnerabilities that remain detected after 30 days. 
	are remediated within 14 days for critical and high-risk vulnerabilities, 30 days for moderate vulnerabilities, or a waiver record is created for vulnerabilities that remain detected after 30 days. 


	3.04 
	3.04 
	3.04 

	False positive documentation is prepared and submitted using the waiver system and acknowledged by management for vulnerabilities determined not to be legitimate. 
	False positive documentation is prepared and submitted using the waiver system and acknowledged by management for vulnerabilities determined not to be legitimate. 
	 

	Selected a sample of false positives and inspected communications submitted to Nessus to ensure the waiver system is utilized and false positives are acknowledged by management. 
	Selected a sample of false positives and inspected communications submitted to Nessus to ensure the waiver system is utilized and false positives are acknowledged by management. 

	No exceptions noted. 
	No exceptions noted. 


	3.05 
	3.05 
	3.05 

	Throughout the information system monitoring process, OCIO ISC monitors the systems to detect attacks and indicators of potential attacks in accordance with departmental guidance, certificate releases, applicable best practices, and unauthorized local, network, and remote connections.  ISC has implemented a complete IDS solution, known as Fortigate, that identifies unauthorized use of the information system.  Fortigate classifies the signatures differently and has 36 parameters/categories.  These classifica
	Throughout the information system monitoring process, OCIO ISC monitors the systems to detect attacks and indicators of potential attacks in accordance with departmental guidance, certificate releases, applicable best practices, and unauthorized local, network, and remote connections.  ISC has implemented a complete IDS solution, known as Fortigate, that identifies unauthorized use of the information system.  Fortigate classifies the signatures differently and has 36 parameters/categories.  These classifica
	 

	Inspected IDS and SIEM screenshots to ensure ISC monitors systems to detect attacks and indicators of potential attacks and to ensure Fortigate classifies different signatures into 36 categories/parameters. 
	Inspected IDS and SIEM screenshots to ensure ISC monitors systems to detect attacks and indicators of potential attacks and to ensure Fortigate classifies different signatures into 36 categories/parameters. 

	No exceptions noted. 
	No exceptions noted. 


	3.06 
	3.06 
	3.06 

	All DISC information systems must direct logging events to the SIEM audit logging tool to ensure audit log captures.  SIEM and other systems are capable of logging events. 
	All DISC information systems must direct logging events to the SIEM audit logging tool to ensure audit log captures.  SIEM and other systems are capable of logging events. 
	 

	Inspected SIEM screenshots to ensure DISC information systems direct logging events to SIEM to create an audit log of events. 
	Inspected SIEM screenshots to ensure DISC information systems direct logging events to SIEM to create an audit log of events. 

	No exceptions noted. 
	No exceptions noted. 


	3.07 
	3.07 
	3.07 

	Account types are identified within AD.  Roles are defined as privilege and non-privilege 
	Account types are identified within AD.  Roles are defined as privilege and non-privilege 

	Inspected AD roles and VMware vSphere settings to ensure account types are defined 
	Inspected AD roles and VMware vSphere settings to ensure account types are defined 

	No exceptions noted. 
	No exceptions noted. 




	Ref. 
	Ref. 
	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	accounts and all AD accounts are unique and attributable.  There are no shared, group, anonymous, or default accounts permitted in AD.  In addition, for DISC Administration teams, there is a root or administrative account that is only accessible by the respective operations teams.  All default passwords are changed to a unique password that is maintained in an encrypted password vault only accessible to the respective team members. 
	accounts and all AD accounts are unique and attributable.  There are no shared, group, anonymous, or default accounts permitted in AD.  In addition, for DISC Administration teams, there is a root or administrative account that is only accessible by the respective operations teams.  All default passwords are changed to a unique password that is maintained in an encrypted password vault only accessible to the respective team members. 
	accounts and all AD accounts are unique and attributable.  There are no shared, group, anonymous, or default accounts permitted in AD.  In addition, for DISC Administration teams, there is a root or administrative account that is only accessible by the respective operations teams.  All default passwords are changed to a unique password that is maintained in an encrypted password vault only accessible to the respective team members. 
	accounts and all AD accounts are unique and attributable.  There are no shared, group, anonymous, or default accounts permitted in AD.  In addition, for DISC Administration teams, there is a root or administrative account that is only accessible by the respective operations teams.  All default passwords are changed to a unique password that is maintained in an encrypted password vault only accessible to the respective team members. 
	 

	as privileged and non-privileged and that a root password exists for administrative accounts limited to members of the administrative team. 
	as privileged and non-privileged and that a root password exists for administrative accounts limited to members of the administrative team. 
	 
	Inspected internal and external penetration test reports to ensure penetration tests were performed to verify default passwords were changed. 


	3.08 
	3.08 
	3.08 

	Based on risk and industry standard requirements, the DISC Platform-as-a-Service (PaaS) environment is required at a minimum to audit the account logon, account management, directory service access, logon events, object access, policy change, privilege use, process tracking, and system events.  OCIO ensures auditable events adequately support all after-the-fact investigations of security incidents through appropriately defined standard operating procedures and detailed configurations.  The captured data mus
	Based on risk and industry standard requirements, the DISC Platform-as-a-Service (PaaS) environment is required at a minimum to audit the account logon, account management, directory service access, logon events, object access, policy change, privilege use, process tracking, and system events.  OCIO ensures auditable events adequately support all after-the-fact investigations of security incidents through appropriately defined standard operating procedures and detailed configurations.  The captured data mus

	Inspected the IDS audit logging function to ensure events identified in the environment are logged to establish a history of the event for review by system administrators. 
	Inspected the IDS audit logging function to ensure events identified in the environment are logged to establish a history of the event for review by system administrators. 

	No exceptions noted. 
	No exceptions noted. 




	Ref. 
	Ref. 
	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	3.09 
	3.09 
	3.09 
	3.09 

	Subsets of the incident logs forward to the SIEM audit logging tool in real time and are reviewed continually and automatically for indications of inappropriate or unusual activity, and reports findings to designated organizational officials.  Findings are reported as at a minimum to the ISSM and Security Administrators (SAs) upon discovery.  In addition, DISC requires all components of the system to provide audit record generation capability for the list of auditable events; allow designated DISC DCHSD and
	Subsets of the incident logs forward to the SIEM audit logging tool in real time and are reviewed continually and automatically for indications of inappropriate or unusual activity, and reports findings to designated organizational officials.  Findings are reported as at a minimum to the ISSM and Security Administrators (SAs) upon discovery.  In addition, DISC requires all components of the system to provide audit record generation capability for the list of auditable events; allow designated DISC DCHSD and
	 

	Inspected the IDS audit logging function to ensure events are logged in real time and audit records are created to be reviewed manually and automatically. 
	Inspected the IDS audit logging function to ensure events are logged in real time and audit records are created to be reviewed manually and automatically. 

	No exceptions noted with regard to the logging of events and the manual and automatic review of unusual activity.  We did not test the operating effectiveness of a portion of this control as there were no security incidents that resulted in a finding required to be reported to the ISSM and SA during the examination period. 
	No exceptions noted with regard to the logging of events and the manual and automatic review of unusual activity.  We did not test the operating effectiveness of a portion of this control as there were no security incidents that resulted in a finding required to be reported to the ISSM and SA during the examination period. 


	3.10 
	3.10 
	3.10 

	DISC establishes and documents mandatory configuration settings for information technology products employed within the OCIO information systems.  The DISC DCHSD configures the security settings of IT products to the most restrictive mode consistent with operational requirements.  The configuration standard baseline is created utilizing inputs such as industry best practices, results from vulnerability assessment scans, and external sources such as National Institute of Standards and Technology (NIST) and D
	DISC establishes and documents mandatory configuration settings for information technology products employed within the OCIO information systems.  The DISC DCHSD configures the security settings of IT products to the most restrictive mode consistent with operational requirements.  The configuration standard baseline is created utilizing inputs such as industry best practices, results from vulnerability assessment scans, and external sources such as National Institute of Standards and Technology (NIST) and D

	Inspected the Configuration Management Plan for DISC systems to ensure DISC establishes and documents mandatory configuration settings for information technology products employed within the OCIO information systems. 
	Inspected the Configuration Management Plan for DISC systems to ensure DISC establishes and documents mandatory configuration settings for information technology products employed within the OCIO information systems. 
	 
	Inspected baseline configuration reports to ensure baseline configurations settings were maintained. 

	No exceptions noted. 
	No exceptions noted. 




	Ref. 
	Ref. 
	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	baseline. 
	baseline. 
	baseline. 
	baseline. 
	 




	 
	 
	  
	Control Objective 4: Controls provide reasonable assurance that changes to application programs and related data management systems are authorized, tested, documented, approved, and implemented to result in the complete, accurate, and timely processing and reporting of transactions and balances relevant to user entities’ internal control over financial reporting. 
	 
	 
	Ref. 
	Ref. 
	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	 
	 
	 
	 
	 
	4.01 

	DISC Midrange and Mainframe Platforms 
	DISC Midrange and Mainframe Platforms 
	 
	The DISC is responsible for determining the types of changes to the information system that are configuration controlled.  These changes must be documented in the change segment of the change management system and include the addition, modification or removal of any IT service infrastructure such as, but not limited to, DISC managed or owned hardware, software (applications, databases and operating systems) and supporting infrastructure, network, infrastructure and security.  Configuration Items are documen

	 
	 
	 
	Selected a sample of weeks and inspected ECCB meeting minutes to ensure configuration-controlled changes to the system were discussed, approved, scheduled, and reviewed. 
	 
	Selected a sample of change requests and inspected change tickets and work history reports to ensure changes were reviewed, approved, and tested prior to implementation.    

	 
	 
	 
	No exceptions noted. 




	Ref. 
	Ref. 
	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	system at many different stages within the change management cycle.  Major changes are reviewed by the change manager within the review and authorized stage, by the ECCB within the plan and schedule stage, and then by the ITSMG change coordinator in the closed stage prior to implementation.  Minor changes are approved by the change manager within the review and authorize stage and then by the ITSMG change coordinator in the closed stage prior to implementation.  Only standard changes with no risk, impact, a
	system at many different stages within the change management cycle.  Major changes are reviewed by the change manager within the review and authorized stage, by the ECCB within the plan and schedule stage, and then by the ITSMG change coordinator in the closed stage prior to implementation.  Minor changes are approved by the change manager within the review and authorize stage and then by the ITSMG change coordinator in the closed stage prior to implementation.  Only standard changes with no risk, impact, a
	system at many different stages within the change management cycle.  Major changes are reviewed by the change manager within the review and authorized stage, by the ECCB within the plan and schedule stage, and then by the ITSMG change coordinator in the closed stage prior to implementation.  Minor changes are approved by the change manager within the review and authorize stage and then by the ITSMG change coordinator in the closed stage prior to implementation.  Only standard changes with no risk, impact, a
	system at many different stages within the change management cycle.  Major changes are reviewed by the change manager within the review and authorized stage, by the ECCB within the plan and schedule stage, and then by the ITSMG change coordinator in the closed stage prior to implementation.  Minor changes are approved by the change manager within the review and authorize stage and then by the ITSMG change coordinator in the closed stage prior to implementation.  Only standard changes with no risk, impact, a




	Ref. 
	Ref. 
	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	 
	 
	 
	 
	 
	4.02 

	Enterprise Infrastructure Platform  
	Enterprise Infrastructure Platform  
	 
	OCIO uses change management software to maintain application baselines throughout the system development lifecycle.  ISC/Information Technology Services Division (ITSD)/SSAB maintains the ChangeMan ZMF, STAT, and Team Foundation Server change management software tools used for mainframe applications, EmpowHR, and web‑based applications, respectively. 

	 
	 
	 
	Selected a sample of change requests and inspected change tickets and work history reports to ensure changes were reviewed, approved, and tested prior to implementation using the respective change management software. 
	 
	Selected a sample of weeks and inspected maintenance schedules and outcome reports to ensure appropriate baselines were maintained through the system development lifecycle. 
	 

	 
	 
	 
	No exceptions noted. 


	4.03 
	4.03 
	4.03 

	DISC/ITSD/System Engineering Group (SEG) changes default passwords if needed as part of application implementations and/or upgrades. 
	DISC/ITSD/System Engineering Group (SEG) changes default passwords if needed as part of application implementations and/or upgrades. 

	Inspected internal and external penetration test reports to ensure penetration tests were performed to verify default passwords were changed. 
	Inspected internal and external penetration test reports to ensure penetration tests were performed to verify default passwords were changed. 
	 
	Inspected email communications to ensure changes to default passwords were implemented as needed. 
	 

	No exceptions noted. 
	No exceptions noted. 


	4.04 
	4.04 
	4.04 

	Access to OCIO’s software configuration management environment is controlled through role-based access procedures described in the Authorization section above.  The change management software maintains changes to development source code.  ISC/ITSD/SSAB maintains a weekly scheduled CA-TopSecret report to log both successful and unsuccessful attempts to update mainframe application production and baseline libraries outside of the change management software migration process.  ISC/ITSD/SSAB performs a weekly r
	Access to OCIO’s software configuration management environment is controlled through role-based access procedures described in the Authorization section above.  The change management software maintains changes to development source code.  ISC/ITSD/SSAB maintains a weekly scheduled CA-TopSecret report to log both successful and unsuccessful attempts to update mainframe application production and baseline libraries outside of the change management software migration process.  ISC/ITSD/SSAB performs a weekly r

	Selected a sample of weeks and inspected change reports to ensure the reports were produced and reviewed to verify access to the software configuration management environment is controlled through role-based access procedures. 
	Selected a sample of weeks and inspected change reports to ensure the reports were produced and reviewed to verify access to the software configuration management environment is controlled through role-based access procedures. 

	No exceptions noted.  
	No exceptions noted.  
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	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
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	results in ServiceNow.  If ISC/ITSD/SSAB determines that a violation has occurred, ISC/ITSD/SSAB notifies the employee’s supervisor to coordinate the appropriate corrective action, such as removing the CA‑TopSecret access that allowed the unauthorized update. 
	results in ServiceNow.  If ISC/ITSD/SSAB determines that a violation has occurred, ISC/ITSD/SSAB notifies the employee’s supervisor to coordinate the appropriate corrective action, such as removing the CA‑TopSecret access that allowed the unauthorized update. 
	results in ServiceNow.  If ISC/ITSD/SSAB determines that a violation has occurred, ISC/ITSD/SSAB notifies the employee’s supervisor to coordinate the appropriate corrective action, such as removing the CA‑TopSecret access that allowed the unauthorized update. 
	results in ServiceNow.  If ISC/ITSD/SSAB determines that a violation has occurred, ISC/ITSD/SSAB notifies the employee’s supervisor to coordinate the appropriate corrective action, such as removing the CA‑TopSecret access that allowed the unauthorized update. 
	 


	4.05 
	4.05 
	4.05 

	Hardware, General Support System (GSS), databases, and middleware procured, installed, and operated by OCIO require ITSD management review and approval for configuration management.  DISC/ITSD/Computer Resources Management Group (CRMG) coordinates ITSD Program Management meetings to review and approve all material changes to hardware, network infrastructure, GSS, databases, and middleware. 
	Hardware, General Support System (GSS), databases, and middleware procured, installed, and operated by OCIO require ITSD management review and approval for configuration management.  DISC/ITSD/Computer Resources Management Group (CRMG) coordinates ITSD Program Management meetings to review and approve all material changes to hardware, network infrastructure, GSS, databases, and middleware. 
	 

	Selected a sample of weeks and inspected ITSD Program Meeting minutes to ensure the meetings were held to review and approve material changes to systems.  
	Selected a sample of weeks and inspected ITSD Program Meeting minutes to ensure the meetings were held to review and approve material changes to systems.  

	No exceptions noted.  
	No exceptions noted.  


	4.06 
	4.06 
	4.06 

	DISC/ITSD’s Database Management Group (DBMG), Mainframe Engineering Group (MEG), SEG; CEC/ITSD’s OB; and ISC/ITSD’s SSAB personnel change default passwords if needed when hardware, GSS, databases, and/or middleware is installed and/or upgraded. 
	DISC/ITSD’s Database Management Group (DBMG), Mainframe Engineering Group (MEG), SEG; CEC/ITSD’s OB; and ISC/ITSD’s SSAB personnel change default passwords if needed when hardware, GSS, databases, and/or middleware is installed and/or upgraded. 

	Inspected internal and external penetration test reports to ensure penetration tests were performed to verify default passwords were changed. 
	Inspected internal and external penetration test reports to ensure penetration tests were performed to verify default passwords were changed. 
	 
	Inspected email communications to ensure changes to default passwords were implemented as needed.  
	 

	No exceptions noted.  
	No exceptions noted.  


	4.07 
	4.07 
	4.07 

	DISC/ITSD’s DBMG, MEG, SEG; CEC/ITSD’s OB; and ISC/ITSD’s SSAB maintain baseline configurations based on the respective USDA security configuration guidelines, as well as Federal guidelines and industry “best practices.”  In addition, DISC/ITSD/CRMG has developed least functionality profiles that specify the functions, ports, protocols, and services required for all systems in the data center.  ITSD/CRMG performs a semi-annual 
	DISC/ITSD’s DBMG, MEG, SEG; CEC/ITSD’s OB; and ISC/ITSD’s SSAB maintain baseline configurations based on the respective USDA security configuration guidelines, as well as Federal guidelines and industry “best practices.”  In addition, DISC/ITSD/CRMG has developed least functionality profiles that specify the functions, ports, protocols, and services required for all systems in the data center.  ITSD/CRMG performs a semi-annual 

	Inspected baseline configuration reports and Least Functionality Profiles Assessment Report to ensure baseline configurations were maintained and Least Functionality profile assessments were performed. 
	Inspected baseline configuration reports and Least Functionality Profiles Assessment Report to ensure baseline configurations were maintained and Least Functionality profile assessments were performed. 

	No exceptions noted. 
	No exceptions noted. 
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	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 
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	“least functionality” profile assessment to determine whether these profiles continue to support only essential organizational operations, and identify and eliminate unnecessary functions, ports, protocols, services, etc.  This process employs a “deny‑all/allow-by-exception” capability for all of the above, including software. 
	“least functionality” profile assessment to determine whether these profiles continue to support only essential organizational operations, and identify and eliminate unnecessary functions, ports, protocols, services, etc.  This process employs a “deny‑all/allow-by-exception” capability for all of the above, including software. 
	“least functionality” profile assessment to determine whether these profiles continue to support only essential organizational operations, and identify and eliminate unnecessary functions, ports, protocols, services, etc.  This process employs a “deny‑all/allow-by-exception” capability for all of the above, including software. 
	“least functionality” profile assessment to determine whether these profiles continue to support only essential organizational operations, and identify and eliminate unnecessary functions, ports, protocols, services, etc.  This process employs a “deny‑all/allow-by-exception” capability for all of the above, including software. 
	 


	4.08 
	4.08 
	4.08 

	DISC/ITSD’s DBMG, MEG, SEG; CEC/ITSD’s OB; and ISC/ITSD’s SSAB use ServiceNow to manage maintenance for GSS, databases, and middleware used to support the EIP platform; help ensure that change requests are documented, tested according to organizational guidelines, approved, and validated, when necessary; and specify the outcome for both emergency and routine changes.  Changes to configurations are annotated in the change request. 
	DISC/ITSD’s DBMG, MEG, SEG; CEC/ITSD’s OB; and ISC/ITSD’s SSAB use ServiceNow to manage maintenance for GSS, databases, and middleware used to support the EIP platform; help ensure that change requests are documented, tested according to organizational guidelines, approved, and validated, when necessary; and specify the outcome for both emergency and routine changes.  Changes to configurations are annotated in the change request. 
	 

	Selected a sample of change requests and inspected change tickets and work history reports to ensure that changes were reviewed, approved, and tested prior to implementation. 
	Selected a sample of change requests and inspected change tickets and work history reports to ensure that changes were reviewed, approved, and tested prior to implementation. 

	No exceptions noted. 
	No exceptions noted. 


	4.09 
	4.09 
	4.09 

	DISC/ITSD’s DBMG, MEG, and SEG and ISC/ITSD’s SSAB schedule maintenance changes during the bi-weekly maintenance cycle, which runs the opposite weekend of the payroll cycle.  ITSD/OSC distributes scheduled maintenance reports and coordinates bi‑weekly maintenance planning meetings to discuss proposed changes identified in the maintenance reports.  CEC/ITSD/OB also distributes maintenance outcome reports that document the results of the changes to management.  DISC/ITSD/CRMG also performs a monthly review of
	DISC/ITSD’s DBMG, MEG, and SEG and ISC/ITSD’s SSAB schedule maintenance changes during the bi-weekly maintenance cycle, which runs the opposite weekend of the payroll cycle.  ITSD/OSC distributes scheduled maintenance reports and coordinates bi‑weekly maintenance planning meetings to discuss proposed changes identified in the maintenance reports.  CEC/ITSD/OB also distributes maintenance outcome reports that document the results of the changes to management.  DISC/ITSD/CRMG also performs a monthly review of
	 

	Selected a sample of weeks and inspected maintenance schedules and outcome reports to ensure appropriate baselines were maintained through the system development lifecycle. 
	Selected a sample of weeks and inspected maintenance schedules and outcome reports to ensure appropriate baselines were maintained through the system development lifecycle. 
	 
	Selected a sample of months and inspected Change Management Control #3 (CM3) reports to ensure change requests were reviewed for proper testing and approvals.  

	No exceptions noted. 
	No exceptions noted. 


	4.10 
	4.10 
	4.10 

	ISC/ITSD/SSAB performs weekly scans to 
	ISC/ITSD/SSAB performs weekly scans to 

	Selected a sample of weeks and inspected 
	Selected a sample of weeks and inspected 

	No exceptions noted.  
	No exceptions noted.  
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	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 
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	identify system vulnerabilities and distributes vulnerability reports.  DISC/ITSD’s DBMG, MEG, SEG; CEC/ITSD’s OB; and ISC/ITSD’s SSAB analyze the identified vulnerabilities and either mitigate the vulnerability or document it if required for production processes. ISC/ITSD/SSAB unable to scan the mainframe operating system and applications for vulnerabilities because DISC/ITSD/SSAB and DISC/ITSD/ISSB do not have viable vulnerability scanning tools for these platforms.  DISC/ITSD/MEG applies the most current
	identify system vulnerabilities and distributes vulnerability reports.  DISC/ITSD’s DBMG, MEG, SEG; CEC/ITSD’s OB; and ISC/ITSD’s SSAB analyze the identified vulnerabilities and either mitigate the vulnerability or document it if required for production processes. ISC/ITSD/SSAB unable to scan the mainframe operating system and applications for vulnerabilities because DISC/ITSD/SSAB and DISC/ITSD/ISSB do not have viable vulnerability scanning tools for these platforms.  DISC/ITSD/MEG applies the most current
	identify system vulnerabilities and distributes vulnerability reports.  DISC/ITSD’s DBMG, MEG, SEG; CEC/ITSD’s OB; and ISC/ITSD’s SSAB analyze the identified vulnerabilities and either mitigate the vulnerability or document it if required for production processes. ISC/ITSD/SSAB unable to scan the mainframe operating system and applications for vulnerabilities because DISC/ITSD/SSAB and DISC/ITSD/ISSB do not have viable vulnerability scanning tools for these platforms.  DISC/ITSD/MEG applies the most current
	identify system vulnerabilities and distributes vulnerability reports.  DISC/ITSD’s DBMG, MEG, SEG; CEC/ITSD’s OB; and ISC/ITSD’s SSAB analyze the identified vulnerabilities and either mitigate the vulnerability or document it if required for production processes. ISC/ITSD/SSAB unable to scan the mainframe operating system and applications for vulnerabilities because DISC/ITSD/SSAB and DISC/ITSD/ISSB do not have viable vulnerability scanning tools for these platforms.  DISC/ITSD/MEG applies the most current
	 

	vulnerability scans branch chief reports to ensure scans were performed to identify vulnerabilities. 
	vulnerability scans branch chief reports to ensure scans were performed to identify vulnerabilities. 
	 
	Inspected internal and external penetration test reports to ensure penetration tests were performed to identity potential security weaknesses. 
	 
	Selected a sample of weeks and inspected maintenance schedules and outcome reports to ensure appropriate baselines for mainframe operating system and security patches applicable to the EIP platform were maintained through the system development lifecycle. 


	4.11 
	4.11 
	4.11 

	ITSD’s vulnerability management process follows USDA policy on Patch Management and System Updates to help ensure system flaws are identified, reported, and corrected.  DISC/ITSD’s DBMG, MEG, SEG; CEC/ITSD’s OB; and ISC/ITSD’s system engineers monitor web sites, news groups, and Cyber alerts, along with the weekly vulnerability reports provided by ITSD/SSAB to identify potential system flaws.  When required to fix identified system flaws, patches are prioritized, approved through ServiceNow, and tested on n
	ITSD’s vulnerability management process follows USDA policy on Patch Management and System Updates to help ensure system flaws are identified, reported, and corrected.  DISC/ITSD’s DBMG, MEG, SEG; CEC/ITSD’s OB; and ISC/ITSD’s system engineers monitor web sites, news groups, and Cyber alerts, along with the weekly vulnerability reports provided by ITSD/SSAB to identify potential system flaws.  When required to fix identified system flaws, patches are prioritized, approved through ServiceNow, and tested on n

	Inspected DISC Patch and Vulnerability Management procedures to ensure management follows a defined process to identify, report, and correct system flaws. 
	Inspected DISC Patch and Vulnerability Management procedures to ensure management follows a defined process to identify, report, and correct system flaws. 
	 
	Selected a sample of weeks and inspected vulnerability scans branch chief reports to ensure scans were performed to identify vulnerabilities. 
	 
	Selected a sample of change requests and inspected change tickets and work history reports to ensure changes, including patches, were reviewed, approved, and tested prior to implementation. 
	 

	No exceptions noted.  
	No exceptions noted.  


	4.12 
	4.12 
	4.12 

	ITSD/ISSB (OCIO/ISC) ensures that the responsible organizations evaluate security weaknesses identified by internal and external reviews, independent assessments, and 
	ITSD/ISSB (OCIO/ISC) ensures that the responsible organizations evaluate security weaknesses identified by internal and external reviews, independent assessments, and 

	Selected a sample of weeks and inspected weekly vulnerability scans to ensure the scans identified potential vulnerabilities in the scanned information system. 
	Selected a sample of weeks and inspected weekly vulnerability scans to ensure the scans identified potential vulnerabilities in the scanned information system. 

	No exceptions noted.  
	No exceptions noted.  
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	Davis Farr’s 
	Tests of Operating Effectiveness 
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	vulnerability scans to determine if they are false positives, require mitigation, or represent acceptable risks.  ITSD/ISSB (OCIO/ISC) establishes Plan of Action and Milestones (POA&Ms) for weaknesses requiring mitigation that will not be resolved within 30 calendar days of being identified and tracks them until completion. 
	vulnerability scans to determine if they are false positives, require mitigation, or represent acceptable risks.  ITSD/ISSB (OCIO/ISC) establishes Plan of Action and Milestones (POA&Ms) for weaknesses requiring mitigation that will not be resolved within 30 calendar days of being identified and tracks them until completion. 
	vulnerability scans to determine if they are false positives, require mitigation, or represent acceptable risks.  ITSD/ISSB (OCIO/ISC) establishes Plan of Action and Milestones (POA&Ms) for weaknesses requiring mitigation that will not be resolved within 30 calendar days of being identified and tracks them until completion. 
	vulnerability scans to determine if they are false positives, require mitigation, or represent acceptable risks.  ITSD/ISSB (OCIO/ISC) establishes Plan of Action and Milestones (POA&Ms) for weaknesses requiring mitigation that will not be resolved within 30 calendar days of being identified and tracks them until completion. 
	 

	Inspected POA&M reports to ensure weaknesses requiring mitigation were identified and actions to mitigate the weaknesses were tracked until completion.  
	Inspected POA&M reports to ensure weaknesses requiring mitigation were identified and actions to mitigate the weaknesses were tracked until completion.  




	 
	  
	Control Objective 5: Controls provide reasonable assurance that data transmissions between the service organization and its user entities and other outside entities that affect user entities’ internal control over financial reporting are from authorized sources and are complete, accurate, secure, and timely. 
	 
	 
	Ref. 
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	Davis Farr’s 
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	Tests of Operating Effectiveness 
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	5.01 

	DISC Midrange and Mainframe Platforms 
	DISC Midrange and Mainframe Platforms 
	 
	The integrity of DISC system-related information within the midrange servers is protected through RBACs for operating system files and through physical controls.  OCIO protects the integrity of data at rest on storage devices through Redundant Array of Independent Disks (RAID), data mirroring, and disk-sparing technologies, which perform integrity checksums and parity checks. 

	 
	 
	 
	Performed a walk-through of the IDM Tool to ensure information within the midrange servers is protected through RBACs. 
	 
	Observed data center physical security controls to ensure physical access controls were in place to protect the USDA data center assets. 
	 
	Inspected data storage system settings to ensure the data was protected through RAID. 
	 

	 
	 
	 
	No exceptions noted. 


	5.02 
	5.02 
	5.02 

	The information system protects against or limits the effects of the following types of denial of service attacks.  OCIO inherits Distributed Denial of Service (DDoS) protection from the USDA Telecommunications Network boundary, which protects against or limits the effects of the denial of service attacks.  In addition, the DDoS protection is provided as part of the Trusted Internet Connection (TIC) architecture that includes defenses from the firewalls providing a second layer of protection.  The third lay
	The information system protects against or limits the effects of the following types of denial of service attacks.  OCIO inherits Distributed Denial of Service (DDoS) protection from the USDA Telecommunications Network boundary, which protects against or limits the effects of the denial of service attacks.  In addition, the DDoS protection is provided as part of the Trusted Internet Connection (TIC) architecture that includes defenses from the firewalls providing a second layer of protection.  The third lay

	Inspected the IDS dashboard and settings to ensure an IDS is implemented for ISC to monitor systems and detect potential denial of service attacks. 
	Inspected the IDS dashboard and settings to ensure an IDS is implemented for ISC to monitor systems and detect potential denial of service attacks. 
	 
	Inspected authentication system screenshots to ensure the TIC architecture included firewalls providing a second layer of protection. 
	 
	Inspected the Pulse Secure NAG to ensure users must authenticate within the NAG to access USDA information systems. 

	No exceptions noted. 
	No exceptions noted. 
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	the only form of access into this system and therefore protects the entire boundary. 
	the only form of access into this system and therefore protects the entire boundary. 
	the only form of access into this system and therefore protects the entire boundary. 
	the only form of access into this system and therefore protects the entire boundary. 
	 


	5.03 
	5.03 
	5.03 

	OCIO employs cryptographic mechanisms to prevent unauthorized disclosure of information during transmission, unless otherwise protected by alternative and agency acceptable measures.  OCIO encrypts traffic based on the transport mechanism and the specific hardware involved.  OCIO uses a combination of secure ports/protocols, Internet Protocol Security (IPSEC) VPNs and Secure VPN remote access that are Federal Information Processing Standards (FIPS)‑compliant to ensure confidentiality and integrity of transm
	OCIO employs cryptographic mechanisms to prevent unauthorized disclosure of information during transmission, unless otherwise protected by alternative and agency acceptable measures.  OCIO encrypts traffic based on the transport mechanism and the specific hardware involved.  OCIO uses a combination of secure ports/protocols, Internet Protocol Security (IPSEC) VPNs and Secure VPN remote access that are Federal Information Processing Standards (FIPS)‑compliant to ensure confidentiality and integrity of transm
	 

	Inspected the Pulse Secure NAG to ensure users must authenticate within the NAG to access USDA information systems. 
	Inspected the Pulse Secure NAG to ensure users must authenticate within the NAG to access USDA information systems. 
	 
	Inspected authentication systems screenshots to ensure cryptographic mechanisms were used to prevent unauthorized disclosure of information during transmission. 
	 
	Inspected baseline configuration reports to ensure baseline configurations for ports and protocols are maintained. 

	No exceptions noted. 
	No exceptions noted. 


	5.04 
	5.04 
	5.04 

	Key management is handled and controlled by OCIO.  If customers (or mission owners) require exclusive control of their encryption keys, then the customer is solely responsible for implementing encryption of data at rest.  ITSD uses SITS to enter payroll/personnel processing run requests online and generates reports to check the status of requests.  ITSD also run on-demand jobs based on email requests from authorized users. 
	Key management is handled and controlled by OCIO.  If customers (or mission owners) require exclusive control of their encryption keys, then the customer is solely responsible for implementing encryption of data at rest.  ITSD uses SITS to enter payroll/personnel processing run requests online and generates reports to check the status of requests.  ITSD also run on-demand jobs based on email requests from authorized users. 
	 

	Inspected IDM roles and tasks report to ensure key management is handled and controlled by OCIO. 
	Inspected IDM roles and tasks report to ensure key management is handled and controlled by OCIO. 
	 
	Inspected an on-demand payroll/personnel processing run request to ensure it was received from an authorized user and that ITSD utilizes SITS to run the requests and generate reports to check the status of the request. 

	No exceptions noted. 
	No exceptions noted. 


	 
	 
	 
	 
	5.05 

	Enterprise & Infrastructure Platform 
	Enterprise & Infrastructure Platform 
	 
	ISC/ITSD/AMB is responsible for creating, monitoring, and assigning the roles to accounts.  ITSD protects the integrity of data at rest on storage devices through RAID, data mirroring, and disk-sparing technologies which perform integrity checksums and parity checks. 
	 

	 
	 
	 
	Performed a walk-through of the IDM Tool to ensure that information within the EIP platform is protected through RBACs. 
	 
	Inspected data storage system settings to ensure the data was protected through dynamic disk management (RAID). 

	 
	 
	 
	No exceptions noted. 




	  
	Control Objective 6: Controls provide reasonable assurance that data relevant to user entities’ financial reporting is backed up regularly and available for restoration in the event of processing errors or unexpected processing interruptions. 
	 
	 
	Ref. 
	Ref. 
	Ref. 
	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	 
	 
	 
	 
	 
	6.01 

	DISC Midrange and Mainframe Platforms 
	DISC Midrange and Mainframe Platforms 
	 
	Network Attached Storage (NAS) (x86) for Linux and Windows utilizes VMWare vSphere technology capable of creating its own point‑in-time backup copies to provide a robust storage solution consisting of high‑capacity NAS disk technology and replicated point-in-time data protection following a default schedule in the case a customer does not request a unique schedule. 

	 
	 
	 
	Performed a walk-through of the customer backup request procedures to ensure customer submitted automated and manual backup requests are completed to provide point-in-time data protection using fully managed backup and recovery software. 
	 
	Inspected VMware vSphere backup settings to ensure backups are performed following a default schedule to create point-in-time archive copies of data. 
	 

	 
	 
	 
	No exceptions noted. 


	6.02 
	6.02 
	6.02 

	Backup and/or Archive services utilizes storage technology and centralized management software to provide point-in-time data protection or archive copies of data consisting of fully automated disk and tape‑based storage, remote vaulting and/or geographically dispersed backup data replication, and fully managed backup and recovery software. 
	Backup and/or Archive services utilizes storage technology and centralized management software to provide point-in-time data protection or archive copies of data consisting of fully automated disk and tape‑based storage, remote vaulting and/or geographically dispersed backup data replication, and fully managed backup and recovery software. 

	Performed a walk-through of the customer backup request procedures to ensure customer submitted automated and manual backup requests are completed to provide point-in-time data protection using fully managed backup and recovery software. 
	Performed a walk-through of the customer backup request procedures to ensure customer submitted automated and manual backup requests are completed to provide point-in-time data protection using fully managed backup and recovery software. 
	 
	Inspected VMware vSphere backup settings to ensure backups are performed following a default schedule to create point-in-time archive copies of data. 
	 

	No exceptions noted. 
	No exceptions noted. 


	 
	 
	 
	 
	6.03 

	Enterprise & Infrastructure Platform 
	Enterprise & Infrastructure Platform 
	 
	All tape creation at the primary EDC is replicated on the backup virtual tape subsystem at the backup EDC which permits backup EDC to be reconfigured to act as the primary data center in the event of a disaster situation.  DISC/ITSD/SEG uses the 

	 
	 
	 
	Inspected the Tape Retention Schedule to ensure tape creation is scheduled within the tape management library system to replicate to the backup EDC as required by governmental regulations. 

	 
	 
	 
	No exceptions noted. 
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	Ref. 
	Ref. 

	Controls Provided by OCIO 
	Controls Provided by OCIO 

	Davis Farr’s 
	Davis Farr’s 
	Tests of Operating Effectiveness 

	Test Results 
	Test Results 



	automated tape library management system to manage the complete sub-system.  DISC/ITSD/SEG assigns retention periods to all tapes as required by governmental regulations and the tape library management system retains the tape according to the retention schedule. 
	automated tape library management system to manage the complete sub-system.  DISC/ITSD/SEG assigns retention periods to all tapes as required by governmental regulations and the tape library management system retains the tape according to the retention schedule. 
	automated tape library management system to manage the complete sub-system.  DISC/ITSD/SEG assigns retention periods to all tapes as required by governmental regulations and the tape library management system retains the tape according to the retention schedule. 
	automated tape library management system to manage the complete sub-system.  DISC/ITSD/SEG assigns retention periods to all tapes as required by governmental regulations and the tape library management system retains the tape according to the retention schedule. 
	 


	6.04 
	6.04 
	6.04 

	DISC/ITSD/OB manages regularly scheduled backups for critical data on servers and databases based on the recovery and restore directives that are updated annually.  DISC/ITSD/MEG monitors backup jobs to ensure that an initial full backup was successfully completed and that incremental backups are completed daily for the midrange and mainframe platforms. 
	DISC/ITSD/OB manages regularly scheduled backups for critical data on servers and databases based on the recovery and restore directives that are updated annually.  DISC/ITSD/MEG monitors backup jobs to ensure that an initial full backup was successfully completed and that incremental backups are completed daily for the midrange and mainframe platforms. 
	 

	Inspected the DISC Manual for Contingency Planning Procedures to ensure directives for backup and recovery of critical data are documented. 
	Inspected the DISC Manual for Contingency Planning Procedures to ensure directives for backup and recovery of critical data are documented. 
	 
	Inspected results from automated incremental and full backups to ensure they were completed according to the defined schedule. 

	No exceptions noted. 
	No exceptions noted. 
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	iv)How the system captures and addresses significant events and conditions other than transactions.v)The process used to prepare reports and other information for user entities.vi)The services performed by a subservice organization, if any, including whether the carve-out method or the inclusive method has been used in relation to them.vii)The specified control objectives and controls designed to achieve those objectives including, as applicable, complementary user entity controls and complementary subservi
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	b)Includes relevant details of changes to the Application Hosting and Security Systems during the period covered by the description.c)Does not omit or distort information relevant to the system, while acknowledging that the description is prepared to meet the common needs of a broad range of user entities of the system and their user auditors and may not, therefore, include every aspect of the Application Hosting and Security Systems that each individual user entity of the system and its auditor may conside
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