U.S. Department of Agriculture
Office of Inspector General

Security Over Web Applications

March 2026

Inspection Report 50801-0017-12



USDA OFFICE OF INSPECTOR GENERAL
sl United States Department of Agriculture

DATE: March 17, 2026

INSPECTION
NUMBER: 50801-0017-12

TO: Kimberly R. Jackson
Deputy Chief Information Officer
Office of the Chief Information Officer

ATTN: Sherry Golden
Audit Liaison Official
IT Policy and Audits Division
Office of the Chief Information Officer
FROM: Yarisis Rivera-Rojas YARISIS ARSI FVERA ROJAS
Acting Assistant Inspector General for Audit RIVERA ROJAS Date 26260517

SUBJECT: Security Over Web Applications

The Office of Inspector General performed an inspection of four mission areas within the U.S.
Department of Agriculture (USDA) to determine if the USDA and its mission areas are
effectively identifying and mitigating security vulnerabilities on their publicly accessible web
applications and websites. To conduct our inspection, we: (1) reviewed vulnerability scanning
policies and procedures for identifying and mitigating vulnerabilities; (2) performed vulnerability
scanning of a select number of mission area websites; and (3) reviewed previous web
vulnerability scan results. This report contains sensitive content. It is being withheld from
public release due to concerns about the risk of circumvention of law.



Learn more about USDA OIG at https://usdaoig.oversight.gov
Find us on LinkedIn: US Department of Agriculture OIG

Find us on X: @OIGUSDA

Report suspected wrongdoing in USDA programs:

https://usdaoig.oversight.gov/resources/hotline-information

U.S. Department of Agriculture (USDA) is an equal opportunity provider, employer, and lender.

In accordance with Federal civil rights law and USDA civil rights regulations and policies, USDA, its Agencies,
offices, and employees, and institutions participating in or administering USDA programs and operations are
prohibited from discriminating based on on race, color, national origin, age, disability, sex, religion, retaliation

for engaging in protected civil rights activity or opposition to any practice made unlawful under any Federal
antidiscrimination laws, or receipt of income derived from programs or activities conducted or funded by

OIG, political beliefs, or marital, familial or parental status (not all bases apply to all programs). Remedies and
complaint filing deadlines vary by program or incident. Persons with disabilities who require alternative means of
communication for program information (e.g., Braille, large print, audiotape, American Sign Language, etc.) should
contact the responsible Agency or USDA’s TARGET Center at (202) 720-2600 (voice and TTY) or contact
USDA through the Federal Relay Service at (800) 877-8339.
Additionally, program information may be made available in
languages other than English.

To file a program discrimination complaint, complete the
USDA Program Discrimination Complaint
Form,AD-3027, found online at How to File aProgram
Discrimination Complaint and at any USDA office or
write a letter addressed to USDA and provide in the
letter all of the information requested in the form.To
request a copy of the complaint form, call

(866) 632-9992. Submit your completed form or
letter to USDA by (1) mail: U.S. Department of
Agriculture, Office of the Assistant Secretary for
Civil Rights, 1400 IndependenceAvenue, SW,
Washington, D.C. 20250 9410; (2) fax: (202)
690-7442; or (3) email: program.intake@usda.gov.

Cover photos are from USDA Flickr and are in the public
domain.They do not depict any particular audit, inspection,
or investigation.
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